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Why is reading so important?

Reading is important because...

& |n everyday life we are surrounded by large

quantities of reading material that we need to

understand.

It is a skill used in every subject.

It helps to develop your vocabulary.

It helps to develop imagination and empathy.

It is enjoyable.

"There is good evidence to suggest that young

people that read for pleasure daily perform

better in reading skills tests than those who Supporting your child’s reading

never do.” DFE

&  There is an element of reading in every
examination paper taken by children, even
maths. The more a child reads, the greater their
vocabulary and comprehension of texts.

Let your child see you as a reader. There is
nothing like having a positive role model.
If they see you do it, they will think it is

the “norm”.
My child never reads. How can | get them BRI Toly (oA YN elo]0) (S50 J- W oTolo QT
to read? I;a;;/te a competition to see who finishes
irst.
= ) _ # Choose books that connect to the interests
® Read a book to or with your child. of your child e.g. football fiction for a
books. those interested in the supernatural.
&  Find a book or text about a subject they are # Buy the book when your child watches a
particularly interested in. film they have enjoyed.
. . »  Buy age appropriate magazines as a treat.
My child reads all the time. How can | # Discuss magazine and newspaper articles
challenge them further? with your child. Get them to read them

and see what they think of a topical issue.
Let them read their favourite types of
books, magazines and comics but
encourage them to read more challenging
texts too.

Encourage your child to visit the school

A& ook at this website for a list of suitable books
for their age range.

What kind of questions should | ask my

child about their reading? library or to buy a book from the local
bookshop.

& What do you like/dislike about this book? % Take time to ask your child about their

7 How does it make you feel? reading. They do DEAR (Drop Everything

&  What do you think might happen next? And Read) once a week during tutor time

so they should always be reading a book.
Consider alternative reading formats e.g.



https://schoolreadinglist.co.uk/category/secondary-ks3-ks4-reading-lists/
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Why is reading so important?

Writing is important because...

It is a life skill.

Writing
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It allows you to be able to express ideas

coherently and show your understanding of a

topic.

& ltis a skill used in every subject and is key to
getting the best marks.

& |t is often the first impression that prospective

employers have of you.

My child doesn’t use punctuation
correctly. What should | do?

&  Ask them to read their work aloud so they can
see where they need to pause, and prompt
them to think about their punctuation.

&  Refer them to grammar lookup website to
check their work.

My child doesn’t write in enough detail.
What should | do?

&  Give them a set amount that they have to
complete e.g. 10 lines or half a page.

&  Read through their work and ask them
questions e.g. Why? What else can you say?

| can’t read my child’s handwriting. What
should | do?

& Make sure your child is using a suitable pen. A
thin nib (e.g. fineliner) is better than using a
biro.

& Your child can print their writing rather than
using joined up if it is that illegible.

Supporting your child’s writing

€3 Ensure your child has access to a

dictionary and a thesaurus (book or online)
and praise them for using interesting
words e.g. What’s a different word for...?

&3 Discuss your child’s written work with

them when looking through their books or
folders.

€3 Encourage your child to draft their written

homework first before completing a final
version for longer pieces. They should also
proof read their work and check their
spelling, punctuation and grammar.
Encourage your child to do as much writing
as possible rather than just typing. Most
exams will have a written element to
them and they must feel confident when
writing for longer periods of time.


https://www.grammarlookup.com/
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What is oracy and why is it important?

& Oracy is the ability to express yourself fluently in
speech and respond to others appropriately.

Oracy is important because...

& ltis a life skill used both socially and
professionally.

& It allows you to articulate your views clearly.

& Itis an important factor in forming people’s
impression of you.

& |t allows you to have a voice to offer opinions.

&  The act of speaking helps you think through an
idea. Supporting your child’s reading

My child only ever gives one or two word . _
Conversation is the only way to improve
answers. How can | encourage them to say oracy and this impacts directly on

more? vocabulary. Conversation at home benefits
oracy skills at school and improves your

A Ask them questions to help them expand on ~ child’s chances in examinations.
their answers e.g. Why do you think that? How  [RGERUCLCRINERCREILG RN RT/EL:

could that have happened?

they have been learning, encouraging
them to explain a topic. Try to get them to
use and explain subject specific
vocabulary or define words in a clearer

My doesn’t speak with confidence. How

can | help them? way.
#» Encourage your child to rehearse with you
&  Talk to them about a topic which they are more if they need to give a presentation in any
confident with so they are used to speaking e.g. subject.
their favourite sport or music. ® Encourage them to use more interesting
&  Give them a structure for their speaking using vocabulary by asking them to explain ideas
questions e.g. Who is involved? What are they in a different way.
doing? Why are they doing that? % Encourage your child to watch a wider
range of television programmes including
My child uses a lot of slang terms. How the news and listen to different styles of

speech, discussing what they see and hear.
Encourage them to see another person’s
view and discuss with them how things

could be seen differently by different
& Ask them to explain the terms they use and people and why.

help them find alternatives.
&  Correct them when they use slang terms and
ask them to give them the alternatives.

can |l encourage them to use more
standard forms?
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Safety with your child about online safety
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Which apps/games are you
using at the moment?

“ THIS WILL GIVE YOU A GOOD OVERVIEW OF THE TYPES OF THINGS YOUR CHILDREN
ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT o
THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GOOD IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE. BECAUSE NEW APPS AND GAMES ARE L
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TO
ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

Which websites do you
enjoy using and why?

AS IN THE TIP ABOVE, ASHING THIS QUESTION WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DOING ONLINE, AND ENCOURAGE POSITIVE CONVERSATIONS ABOUT THEIR ONLINE
ACTIVITY. ASH THEM HOW THEY USE THE WEBSITES, AND TAHE AN INTEREST IN HOW
THEY CAN USE THEM IN A POSITIVE WAY, ALSO ASHING THEM TO SHOW YOU IF POSSIBLE.

How does this game/app work?
Can | play?

9 SHOW A GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
APP WITH THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINH IS A
DANGER TO THEM. IF THEY ACT LIKE THEIIEDSU'INIJNV#IN TO SHARE THEIR ACTIVITIES WITH YOU,

Do you have any e
online friends?

CHILDREN CAN FORM POSITIVE RELATIONSHIPS WITH PEOPLE ONLINE, AND THIS HAS BECOME
MORE COMMON THANHS TO ONLINE MULTI-PLAYER OPTIONS, BUT THEY MAY NOT FULLY
UNDERSTAND THE DIFFERENCE BETWEEN A FRIEND AND A STRANGER. YOU COULD MAKE THE
QUESTION MORE SPECIFIC TO YOUR CHILD, FOR EXAMPLE: “"HAVE YOU MET ANYONE ONLINE
THAT YOU LIHE TO PLAY GAMES WITH?” THEY MAY NOT WANT TO SHARE THIS INFORMATION
WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

1 Do you know where to go for help?

@ ‘ Q ' ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TO TALH
Childline | ABOUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY
8001111 ' MAY STRUGGLE TO APPROACH THE NORMAL PEOPLE WHO WOULD HELP, SUCH AS YOURSELF OR A

0o TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN GO FOR HELP, AND HOW
THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE ONLINE.
N
&
- Do you know what your 5 0
L = personal information is?
»
YOUR CHILD MAY ALREADY HNOW WHAT THEIR PERSONAL INFORMATION IS BUT .
THEY MIGHT NOT THINH ABOUT HOW IT CAN BE SHARED. HAVE A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT YOUR CHILD
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS ® 0o
INFORMATION SUCH AS THIS CAN SPREAD QUICHLY ONLINE. . ::. ’S
7 [ 2
Do you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME
ONLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SCHOOL OR IF THEY
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD ON TO ENCOURAGING
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.

THE LEIGH
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It can be challenging for parents and carers to know whether children
are spending too much time on their devices. Furthermore, it's even
more of a challenge to know whether a child is addicted to the internet
and social media. As technology is becoming more pervasive, children
and young people are experiencing tech - related dependencies. Do
we as parents and carers have the knowledge to identify and support
children and young people who may be developing an addiction to

their devices?

SMARTP ICTION
IS ARECOGNISED HEALTH
CONDITIO

Children as young as 13 are attending ‘smartphone
rehab’ following growing concerns over screen time.
There are now help centers in the UK which deal with
screen addiction for children and adults showing the
seriousness of device addiction.

ITCAN CAUSE SLEEP
DEPRIVATION

7 out of 10 children said they had missed out on sleep

because of their online habits and 60% said they had

neglected school work as a result. It is important that

children get the sleep they need in order to focus the
next day.

LIMIT SCREEN TIME

In today’s dlgltal age, technology isan |mportant
part of a child’s develop soc
them from their device will mean they are mlssmg out
on a lot, including conversations and communication
with their friends. Rather than banning them from
using their devices, we suggest setting a screen time
limit. Work out what you think is a suitable and healthy
amount of time for your child to be on their device
per week. Remember that your child may need to use
devices for their school homework so only set screen
limits on recreational time on their device. Once you
have established this, have the conversation with them to
discuss why you are implementing a screen limit. There will
be others in your child’s friendship group who will not have
screen limits set and will be sending messages when they
do not have access to their phones.

ENCOURAGE ALTERNATIVE
ACTIVITIES

It may seem like an obvi lution, but enc
children to play with their friends, read a book, or playing
outdoors will help them realise they can have fun wuthout
their device. Playing football
going for a walk or swimming are all healthy replacements
for screen time. Try to join them in their
outdoor activities to show your support.

CONFIDENCE, SUPPORT &
ACCEPTANCE

The Children’s Commissioner report ‘Life in Likes) explored
how children aged 8-11 are using social media today. It
showed that children are using their devices to speak to
their online friends about their problems and seek
acceptance and support, removing face to face
interactions.

LOSS OF INTEREST IN
OTHERTHINGS

Your child may become less interested in anything that
clude their device. You may notice that your
issing school time and generally being less
engaged with other activities in the home. It is important
to discuss this with your child as soon as you notice a
behaviour change.

LEAD BY EXAMPLE

Children model their behavior on their peers, so if their
parents are constantly on their device, they will see this as
acceptable. Try limiting your own screen time and follow
the same rules you have set for them. If you have asked
your child to not use their device at the table, make sure
you don't. Try setting house rules that the whole family
abide by.

LESS TIME MEANS LESS
EXPOSURE
There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate

content etc. Less time spent on a screen means that a child
will be less exposed to these risks.

MOBILE-FREE MEAL TIMES

Have you tried to settle your child by giving them a tablet
at the dinner table or restaurant? This may seem like a
quick fix to calm them down but in reality, it is encouraging
them to use their device as a distraction from conversation

and dealing with their We removing all
technology from the dinner table and having conversations
with your family about how their day has been.

8
%%
https://www.independent.co.uk *
Children and Parents: Medla Use and Attitudes Report 2017: hﬂps ://lwww.ofcom.org.uk °®
http://uk.busil pp- Isliaaeta |tﬁd ‘to our-S smanphones %
mirror.co.uk/tech/ i 5398

Journal of Youth Studies: http
of Leeds:

National
Online
Safety

le/1 296/Iack,of,sleep,damagIng,for,children

THE LEIGH
ACADEMY

4N
& What parents need fo know abouf
SCREEN ADDICTION °

[ >
7%
of parents

said they thought their
children spent too much
time in front of screens

X ;
s
o%e*

APPS CAN BE ADDICTIVE

Apps have been designed with ‘psychological tricks’ to
constantly keep grabbing your attention. One example
of this is on the app Snapchat, where you can gain
‘streaks’ when interacting with your friends. If you don’t
respond, you lose the streak. This addictive nature of
apps aims to engage children and keep them coming
back for more.

REMOVE DEVICES FROM
THEIR BEDROOM

Setting a rule about g devices from bed will
help your child to get the sleep they need and be more
focussed the next day at school. 20% of teenagers said that
they wake up to check their social network accounts on
their devices. Even by having a device switched off in their
bedroom, they may be tempted to check for notifications.

530/0 of children aged 3'4

go online for nearly 8hrS aweek

79(%) of children aged 5'7

go online for nearly 9h I'S a week

940/0 of children aged 8'1 1

go online for nearly 1 3.5 hrs aweek

990/0 of children aged 12-1 5

go online for nearly 21hrsaweek

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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What children need to know about

ONLINE ;

BULLYING

& y

What is online bullying?

ONLINE BULLYING — ALSO HNOWN AS
CYBERBULLYING - IS BULLYING THAT
TARES PLACE ON THE INTERNET
OR VIA ELECTRONIC DEVICES AND
MOBILE PHONES. IT CAN INCLUDE:

1 SENDING SOMEONE MEAN OR
* THREATENING EMAILS, DIRECT
MESSAGES OR TEXT MESSAGES

2 HACHING INTO SOMEONE’S
* ONLINE ACCOUNT

3. BEING RUDE OR MEAN TO
* SOMEONE WHEN PLAYING
ONLINE GAMES

N POSTING PRIVATE OR
* EMBARRASSING PHOTOS ONLINE
OR SENDING THEM TO OTHERS

3 CREATING FAHE SOCIAL MEDIA
* ACCOUNTS THAT MOCH SOMEONE
OR TRICH THEM

6 EXCLUDING SOMEONE FROM AN
* ONLINE CONVERSATION OR
BLOCHING THEM FOR NO REASON

'I

“‘

* 2" BEKIND ONLINE

BEFORE PRESSING ‘SEND’ ON
COMMENTS, ASH YOURSELF THESE 3
QUESTIONS...

1. WHY AM | POSTING THIS?
2. WOULD | SAY THIS IN REAL LIFE?

HOW WOULD | FEEL IF
3. SOMEBODY SAID THIS T ME? D
ap

National
Online
5T 1 {=14Y;

HWakeUpWednesday
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Why does it happen?

GOING ONLINE MAHES IT EASIER FOR PEOPLE TO SAY AND DO
THINGS THEY PROBABLY WOULDN'T DO FACE TO FACE. ONLINE
BULLIES DON'T GET TO SEE THEIR VICTIMS’ REACTIONS IN
REAL LIFE, SO THIS CAN COCOON THEM FROM THE REAL
DAMAGE THAT THEY ARE DOING. QUITE OFTEN, PEOPLE BULLY
BECAUSE THEY ARE GOING THROUGH SOMETHING DIFFICULT
THEMSELVES AND TAHING IT OUT ON OTHERS IS THE ONLY WAY
THEY KNOW HOW TO GET CONTROL OF THEIR OWN EMOTIONS.

20

. . |
How does it feel to be bullied?
BEING BULLIED CAN IMPACT ON YOUR SELF-ESTEEM,
CONFIDENCE AND SOCIAL SHILLS. BECAUSE IT HAPPENS

ON YOUR PHONE, TABLET OR COMPUTER, IT CAN FEEL

LIKE YOU ARE UNDER THREAT EVEN WHEN YOU'RE IN A

SAFE ENVIRONMENT, SUCH AS YOUR BEDROOM. DON'T

FORGET...IT IS NOT YOUR FAULT IF YOU'RE BEING BULLIED.

Am I an online bully?

SOMETIMES IT ISN'T OBVIOUS THAT WHAT YOU ARE DOING IS
WRONG, BUT IF YOU USE DIGITAL TECHNOLOGY TO UPSET,
ANGER OR EMBARRASS SOMEONE ON PURPOSE, THIS MEANS
YOU'RE INVOLVED IN ONLINE BULLYING. IT MIGHT BE AS SIMPLE
AS ‘LIKING’ A MEAN POST, LAUGHING AT AN ONLINE VIDEO, OR
SPREADING A RUMOUR, BUT THE PERSON BEING BULLIED COULD
FEEL LIHE THEY ARE BEING GANGED UP ON. THINH ABOUT HOW
IT WOULD MAHE YOU FEEL IF IT HAPPENED TO YOU. EVERYONE
CAN MAHE MISTAHES, BUT IT’S IMPORTANT TO LEARN FROM
THEM - GO BACH AND DELETE ANY UPSETTING OR NASTY POSTS,
TWEETS OR COMMENTS YOU'VE WRITTEN.

Who do | tell?

YOU DON'T HAVE TO DEAL WITH THE BULLYING ON
YOUR OWN. TALH TO AN ADULT THAT YOU TRUST - A
PARENT, GUARDIAN, OR TEACHER. MOST WEBSITES, '
SOCIAL MEDIA WEBSITES AND ONLINE GAMES OR
MOBILE APPS LET YOU REPORT AND BLOCH PEOPLE
WHO ARE BOTHERING YOU. YOU COULD ALSO CONTACT

CHILDLINE (WWW.CHILDLINE.ORG.UH), WHERE A cridit
TRAINED COUNSELLOR WILL LISTEN TO ANYTHING o8

THAT’S WORRYING YOU — YOU DON'T EVEN HAVE TO -
GIVE YOUR NAME. <

How do | prove it?
WHEN CYBERBULLYING HAPPENS, IT IS IMPORTANT TO DOCUMENT AND
REPORT THE BEHAVIOUR, SO IT CAN BE ADDRESSED — RECORD THE

DATES AND TIMES WHEN CYBERBULLYING HAS OCCURRED, AND SAVE
AND PRINT SCREENSHOTS, EMAILS, AND TEXT MESSAGES.

[rerorr JL LI
ﬂﬁ—

°=

How can | stay safe?

MAHE SURE YOUR PRIVACY SETTINGS ARE SET

SO THAT ONLY PEOPLE YOU KNOW AND TRUST CAN

SEE WHAT YOU POST. NEVER GIVE OUT PERSONAL
INFORMATION ONLINE, SUCH AS IN PUBLIC PROFILES,
CHAT ROOMS OR BLOGS, AND AVOID FURTHER
COMMUNICATION WITH THOSE SENDING THE MESSAGES.
REEP AWARE OF FAHE PROFILES AND INTERNET USERS
PRETENDING TO BE SOMEONE THAT THEY ARE NOT.

THE LEIGH
ACADEMY
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Snapchat

Sexting occurs
| predominantly
ﬂ & on, but is not
j exclusive to
these apps...

Tinder WhatsApp Kik

¢ (Sexting involves sending and receiving explicit messages, images or videos

\

of a sexual nature. This content is usually uploaded on a mobile device,
which can then be uploaded onto social networking sites and shared
further. They can be sent to or from a friend, boyfriend, girlfriend, or
someone your child has met online. Sexting is often described as the new
flirting for children - butitis illegal for anyone under the age of 18, with
police forces in England and Wales recording 6,238 underage "sexting"
offences in 2016-17, arate of 17 a day.

(e

X

What parenfs need fo know about

0 O
ALTOTAKI
KE OR SHARE AN
NTIMAGE OR
OF A D UNDER

— &

—

BREAKING THELAW

Sexting is illegal if you share, make, take or distribute an
indecent image or video of a child under the age of 18. It

is an offence under the Protection of Children Act (1978),
the Criminal Justice Act (1988), and under Section 67 of

the Serious Crime Act (2015). Sexting or ‘youth produced
sexual imagery’ between children is still illegal, even if

they are in a relationship and any images are shared
consensually.

CHILDREN THINKIT’S HARMLESS

Many young people see sexting as ‘banter’ or a joke, an
easy way to show someone they like and trust them, or
just a cool thing to do. But they may not realise the
consequences of sharing personal information and how
it can be potentially harmful to them in the future.

J

SEXTING <~

N

REGRETTINGTHEIR
ACTIONS

Although some children are
willingly exchanging images, many
may regret sharing the messages,
images and videos after they have
sent or uploaded them. Once it's out
there, there's no going back, and
your child may feel ashamed,
vulnerable, worried or anxious
about imagery resurfacing later,
especially if a relationship or
friendship has broken down.
‘Sexting’ was the most viewed
information and advice topic on the
Childline website in 2017, showing
the need for people to get help.

BULLYING, COERCION &
BLACKMAIL

Your child may feel pressured into sexting, so they don’t come across
as boring, or thinkiit’sa way to show someone they care for them.They

may feel under p g torep | or feel obliged
to share sexual messages and imagery. Sexting can also expose
young adults to therisk of being exploited by dophil sexual

predators, who then useimages to extort additional photos, sexual
favours, and sometimes money from victims.

SHARING

Once a photo or video is out there, there's no way of knowing how
many people have saved it, tagged it or shared it. Children like to
show off to their peers and suddenly, an image has gone beyond
itsi led recipient, to cl friends, and even strangers.

Once an image or video has been shared online, there’s nothing to

stop it being archived and repeatedly shared.

seelop

KTOYOURCHILD

Encourage open dialogue about appropriate inf

to share with others both online and offline, di

word ‘sexting’ and ensure that they know what it is and
what it involves. Show that you understand that sexting

can reflect natural adolescent curiosity about nudity,
bodies and exploring their sexuality, but explain why it’s
important to think twice before sharing something. Show
that you are approachable and understanding.

DISCUSS THE LEGALITIES

Children and young people may not realise that what they
are doing is illegal. Ensure that your child understands
that when they are aged under 18, it is
against the law for anyone to take or
have a sexual photo of them - even if
it'’s a selfie, and even when the
activity is consensual.

Tips for Parents® e

EXPLAIN THE REPERCUSSIONS

Let your children know that once they have sent a message,
they are no longer in control of it, and the messages, images
and videos that they may intend to share with one individual
may end up where the whole world can have access to them.

Even if they completellr rust someone, other people using
their phone might accidentally see it. And, later in life, it may

aftzct their online reputation, especially if universities,
employers or future partners access the imagery.

HOWTO REMOVE IMAGES

If an image has already been shared, either your child or
yourself should speak to the person that the image was
shared with and ask them to delete it. You can also use the
report button on a website where the image was posted.
Speak to your child's school, as they may be able to
confiscate phones if they know that they have sexual
imagery stored. If you believe the child was forced into
sending the message, report this to the Bolice. You or your
child can also report the content to CEOP with one of their
child protection advisors (Child Exploitation and Online
Protection Command).

SOURCES: NSPCC (2015) Review Under Pressure: What's Affected Children in April 2013 - March 2014. [online]
ildli 7 ..

nspcc.org.

Tones t

Pt pdf. Last accessed on 25/07/18;

National
Online
Safety
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BLOCKING AND
STOPPING SEXTING

Show your child how to use the block button on their
devices and favourite apps to stop people sending them
unwanted messages. You can also set up parental controls
with your internet service provider or on your child's phone
to stop them from accessing harmful content.

HAS YOUR CHILD RECEIVED A
SEXUAL IMAGE?

Firstly, reassure your child that they have done the right
thing by speaking to you about the incident. Ask them if
they requested the image or if they received it unwillingly.
If the image has been sent to your child by an adult and
you are concerned about sexual exploitation or grooming,
contact CEOP immediately.

3% h-92170; learning.nspcc.org.uk/research-

childline-annual-review; bbc.co.

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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WHAT IS Read more than just C)\
‘FAKE NEWS’? the headline!

Fake news can be false Some news sites will post stories with ‘click
information, photos or bait’ headlines to grab your attention and make
videos purposefully created you click on them. These headlines might not

to confuse or misinform. even be relevant to the story. Studies show that
It can also be genuine almost 60% of links that people have shared on
information that has been ¢ social media have never actually been clicked
manipulated to deceive. It is before sharing, so it’s really important that you
important that we learn how read the article first before you share it to make
to distinguish between real sure the news is real.

news and fake news.

Have you checked

the URL? | https:/ |G

| s Does the website address at the very top of the
| page look real? One of the easier ways to spot

Many fake news stories )
suspect stories is if they’re located on a news site

itt ith 1i
:re Z:m en v:h appea : ngt I with an odd domain name. So, check the URL.
eadiines and have conten Check the co mmErltS : Some dodgy websites will try to incorporate a

designed to create ‘shock A 4 3
value’ in order to spread Have a read through the comments on a news legitimate news source into its URL, such as

like wildfire. Typically, story - either at the bottom of the article oron a BB s heceuis SxpmiERLigh ly auivell
fake news will include social media share. Reactions and commentscan  &Ppopular website domain, e.g. www.bbcc.corp.
topics such as the ‘death’ of often show if other people don’t believe the story

a famous person, company is true, or whether someone has confirmed it is

giveaways, news relating fake news. Of course, you can’t always know if a

to supernatural events, or comment is real!
terror related posts that
provoke a reaction. Have a

| look at other news sources to How , On has the
‘ see if a story has been widely p age exi sted?
r reported before sharing
unsubstantiated claims. Be wary if a story comes from a news
You can also check facts at organisation you have never heard of. Some
websites, including snopes. hoaxers will set up a quick website to spread
‘ com and factcheck.org. fake stories and so-called ‘breaking news’.
So, if a story with bold claims originates from
awebsite that has only just launched, you
would be wise to doubt its authenticity. There
are online tools, such as the internet archive,
that display the approximate age of a website
| on the internet and allow you to view how it
i looked before.

Is it a joke?

Not always, but poor i : ol
i & While mos e stories are
spelling, grammar and w o) w rote 't? ’ :
vocabulary on articles h % » design.e(’l t'o make you believe
may indicate that an item Make sure that the website that published the them, it’s important to know
; is not from a reputable story is a credible source, i.e. a major news how to spot when the content
source. Be wary! network or local paper which has the resources has been written as a joke on

to fact-check published stories. If you get your purpose. Articles from joke
news primarily via social media, always check il webisites (s.uch as ‘The
National the source and use caution if the story comes Onion’ or ‘The Daily Nfas}") ave
. from a news organisation you have never heard hugely popular on social media
O n I Ine of. If the article has a byline, you should be but some people may think their
S C'fety able to research to see if the writer is a genuine stories are real. Always read
reporter by searching for them on Google. Jjoke articles with a pinch of salt.
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Grooming is when someone befriends and builds an emotional
connection with a child to gain their trust for the purposes of sexual
abuse or exploitation. They can do this both offline and online, with
hnology and the | being ly used to initiate and
facilitate contact with a chlld Galmng vuctlms trust is a key part of
ing themin ly explicit b Theg , who can
eitherbea ger or a child already knows, tends to use
tactics such as engaging in small talk or exchanging personal
information with the child about hobbies and relationships, using
flattery and gifts to build a rapport or even making threats and
intimidation to gain control. This can take place over varying periods

of time — from a few days to several years.

NUMBERS OF GROOMING
OFFENCES ARE SOARING

In April 2017, a new government law came into force in
England and Wales to allow police to charge adults who
send sexual messages to children through mobile phones
and social media. In the first year since the law change,
there were 3,000 police-recorded offences of sexual
communication with a child - a figure 50 per cent higher

than experts expected in the first year.

ALLCHILDREN ARE AT RISK
According to a 2018 NSPCC report, a
quarter of young people have experienced
an adult who they don’t know in real life
trying to contact them online. One in four
said they had been sent messages, images, videos or
other content that made them feel sad, worried or
uncomfortable. One in 10 girls and one in 20 boys under
the age of 13 said they had received unwanted sexual
messages.

National
Online
Safety

CHILDREN ARE
VULNERABLE TARGETS

Groomers use psychological tricks and methods to try and
isolate children from their families and friends and will
often choose to target more vulnerable children who may
be easier to manipulate. In order to seek potential victims,
predators are likely to use apps and websites that are
popular with children and young people. Groomers can
use a ‘scattergun’ approach to find victims, contacting
hundreds online to increase their chance of success.

LIVE STREAMING CONCERNS

Predators may use live video to target children in
real-time using tricks, dares or built-in gifts to
manipulate them. Grooming often takes the form

of a game where children receive 'likes' or even
money for performing sexual acts. Social media channels,
such as YouTube, Facebook, Instagram and Snapchat, all
have live streaming capabilities, but there are many apps
which children can use to live stream, including Omegle,

Live.me, BIGO Live, YouNow and many more.

Top Tips

GROOMING CAN HAPPEN RAPIDLY

Grooming is generally a slow, methodical and intentional
process of manipulating a person to a point where they
can be victimised. However, according to researchers at the
University of Swansea, online grooming can also be very
rapid, with analysis of chat logs revealing that it can take
just 18 minutes for some predators to arrange to meet
their victim. The fastest predators used sophisticated,
persuasive, language-based strategies to rapidly build
trust, including the use of small talk and praise which
quickly escalated into requests for sexual messages.

ANYONE CAN GROOMYOURCHILD

Many people expect groomers to be adults posing as
children, but this is not always the case. Data from
University of Swansea reveals that groomers’ use of
identity deception (around age, location and appearance)
is fairly low. This can be because they approach many
children, limiting their ability to lie. The worry is that
honesty can be more damaging to the victim since they are
more likely to feel as if they are in a real relationship.

[arenfs

i MSGOODTOTALK

It’s unlikely that you can stop

your child using the Internet,

nor can you constantly

monitor their online

activities, but you can talk to

your child on a regular basis

about what they do online. By -

talking openly with them

about online relationships,

they can quickly ascertain the kind of behaviour which is
appropriate or inappropriate. Ask them whether they have
any online friends or if they play online games with people
they haven’t met. This could then open up conversations
about the subject of grooming.

CHECK PRIVACY SETTINGS

In order to give your child a safer online gaming
experience, it is important to check privacy settings or
parental controls on the networks, devices, apps, and
websites they may use. If you use location-sharing apps to
check where your child is, remember that these could
always be used by strangers to follow your child without
their knowledge. Ensure that you check options so that
location information is never shared with anyone except
those they have permission to share with.

-

DISCUSS SAFE ONLINE BEHAVIOUR

Make it clear to your child that they should not accept friend
requests from people they don’t know and to verify friend
requests with people who they do know. They should never
agree to chat privately with a stranger or someone they
don’t really know. Remind them that they should never
divulge personal information, such as mobile phone
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS

Talk to your child about what a healthy relationship looks
like and how to detect someone who might not be who they
claim to be. Explain that groomers will pay your child
compliments and engage in conversations about personal
infor such as hobbies and They may
admire how well they play an online game or how they look
in a photo. Groomers will also try and isolate a child from
people close to them, such as parents and friends, in order to
make their relationship feel special and unique.

BE SUPPORTIVE

Show your child that you will support them and make sure
they understand they can come to you with any concerns
they may have. They need to know they can talk to you if

someone does somethlng they are um:omfortable with,
her that is inapprop c ges, req
or sexual comments

Iat: e

Y LOOKOUTFORWARNINGSIGNS )

Child safety experts have identified key grooming patterns
and advise parents to look out for:

Secretive behaviour about

what they are doing online.

Internet or smartphone
usage late at night.

Going to unusual places to
meet up with friends you
have not heard of.

They are clingy, have
problems sleeping and
eating or even bedwetting.

« Alackofinterestin
extra-curricular activities.

« Having new items, such as
clothes or phones, which
they can’t explain.

« They seem withdrawn,

anxious, depressed or

aggressive.

Having older boyfriends

or girlfriends.

HOWTO REPORT

If you're worried that your child is being

g d online or
report your concerns to the Child Exploitation
and Online Protection (CEOP) Safety Centre,
which is part of the National Crime Agency at
www.ceop.police.uk/safety-centre. Reports are
read by a Child Protection Advisor who will
make contact by phone or email to work with
you to make a plan to keep your child safe. If
you think a child is inimmediate danger, call

| the Police on 999 or NSPCC on 0808 800 5000,

d, you can

WwWw, nspcc.org‘uk/globalassets/docu mené/reséénh
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WHY DO PEOPLE
CATFISH?

The term ‘catfish’ was coined in a 2010
documentary about a man who developed an
online relationship with a woman, only to
discover the person he thought he was
communicating with was someone else.
Catfishers make up life stories and use
photographs of unsuspecting victims to create
fake identities. They will share life experiences,
jobs, friends and photographs to the fake
accounts. The aim of the perpetrator may be to
lure victims into a sexual relationship, but they
can also be part of social engineering to trick
people out of money. After building up trust
and developing an online relationship, a
catfisher may ask for cash for a loan, money for
travel, or some other form of payment.

MONITORING &
CONVERSATION

Encourage your child to talk to their trusted
adults about anything that has made them feel
uncomfortable online, particularly if someone
they don’t know has contacted them. Remind
them that they should not accept friend
requests or communicate with anyone they
don’t know online, and to ask a parent or carer
if they are unsure. It is also very important to
closely monitor their internet usage so you are
aware of who they are communicating with,
especially if they are being secretive. Have
regular and honest conversations with your
child about what is safe to share with people
online; the importance of keeping private
information private; and that anything that
could identify them should not be shared
online.

In this technological era, making friends online and
communicating with them are normal parts of life. Unfortunately,
there are people out there who may try and exploit your trust.
Catfishing is when someone creates a fake online profile to trick
people into thinking they are somebody else. They assume a fake
identity and goes the extra mile to make their victim believe that

they are exactly who they say they are.
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Catfishing can escalate very quickly. As
someone executing a catfishing scam is looking
to achieve a goal - whatever that may be - they
are likely to want to get things moving as
quickly as possible. The victim may be
encouraged to develop a relationship faster
than they are comfortable with. In addition to
this, people who create fake identities could
also be taking the victim’s photos and
pretending to be them. It is common for
fraudsters to post pictures stolen from social
media sites, including Facebook and Instagram.

@g} i, ¥m Adam!

PRIVACY &
SECURITY

Go through your child’s security and privacy
settings thoroughly to ensure that their online
profiles are set to private. This means that only

friends can see their profile and can contact

them. It may also be a good idea to check
through your child’s friends list with them - do
they know and trust everyone on the list? In
some cases it’s difficult to stop young people
from talking to new people. In these
circumstances, encourage your child to be
curious and ask lots of questions rather than rely
on the information given in someone's online
profile. Do they have any mutual friends? If not,
how did that person find them and why did they
reach out? It’s vital that they know never to
arrange to meet up with people they meet
online, and never to send money to them - either
their own, or from your account.

Profile pictures and other photos that are
posted can be big indicators. To avoid
revealing their real identity, a catfisher may
use ‘stock’images of models, other people’s
photos or photos in which it is difficult to see
their face. They may try to limit chat to
text-based messaging and anything involving
video is likely to be shunned for fear of
revealing their true identity. Through the
course of conversations, there may be
inconsistencies with what is said, or instances
of people being very vague in response to
specific questions about themselves.

BE ALERT &

Make sure that you and your child is aware of
how to report and block accounts on all
platforms that the child uses. You can report
fake accounts and block users to prevent them
from viewing your child’s profile. If you are
concerned that someone is using your child’s
photographs for their own benefits, you can
check by using Google image search. You can
upload a photograph and Google will show
related images used on other websites. This
will show you if anyone else is using photos
that your child has previously shared online. If
this is the case, you need to report the user
directly to the platform. If you suspect that
any fraudulent, illegal or inappropriate
activity has taken place, you should report to
the police immediately.

—— J

SOURCES:

National

https://www.thesun.co.uk/news/4303893/student-17-catfished-facebook-year/
https://www.thesun.co.uk/fabulous/1754916/catfishing-meaning-identity-steal-online-dating-law/
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.. What parenfs need fo know about, T8

AGE RATINGS o

If you have children, it is understandable
to have concerns about the films and TV
shows they watch, as well as the games

they play. In this guide, we take a look at
the two official ways you can assess if a

f

- > particular title is suitable for your child.
) N Both the BBFC and PEGI have search
(W M facilities on their websites that can be

used to look up individual titles so you
can check their ratings.

RATINGS FORFILMS, TV & MUSICVIDEOS RATINGS FOR GAMES

Since 1912, the BBFC (British Board of Film Classification) has EEGEIRaN Europﬁal_\dGame Informaltitl))n)“is; c9|I11tent fEngbysichitios
informed UK residents of the age suitability of films, TV and rec:r:i:l‘;iilaatixln ?r?ng:?aesea:eec:min:ncr:ttio:sn;:'glg'al;?dagr? the
music videos - providing parents with the information needed to types of content featured w?thin a game. With each game, PEGI also
assess whether or not it Is appropriate for their child's age. This gg;vide a content descriptor that ilgndicaies the pote?\tial issues and
applies to cinema releasseusal‘)xgﬁzalcilxstream|ng video services concerns, including sex, violence, bad language and drugs.

WHAT ARE THE PEGI RATINGS?

PEGI ratings are split into age restriction and content descriptors.

WHAT ARE THE BBFC RATINGS?

BBFC ratings are broken down into seven age categories: Additional ‘content descriptors’ help parents and children to
understand the type of content featured within a particular game,
including sex, fear, bad language, discrimination, gambling, drugs,
violence, and in-game purchases. In combination, the two different
ratings can provide a good level of information to help make
informed decisions regarding the suitability for your child.
a & g Suitable for Suitable for people aged . ” R
Universal, suitable Parental Guidance pegple aged 12 12 and over; anyone PEGI age ratings are broken down into five categories:
forall ages requlred B apnd O?Iel' a((om::gieerdng;s;l?gdult & - -
R18 S Ti1216 18
Suitable for Suitable for people  Adult content only available in www.pegi.info www.pegi.info www.pegi.info www.pegi.info www.pegi.info
people aged 15 aged 18 and over  specially licenced cinemas and
and over specialist retailers

PEGI content descriptors are broken down into eight categories:

WHAT ELSE CAN BBFC REVEAL? A 2D DEaEy

DRUGS IN-GAME PURCHASES' VlﬂLE‘HCE“ BAD LANGUAGE | DISCRIMINATION GAMBLING SEX

I-:‘c;ompalnied with the agde suitlfbility rating,dBBEC also provide al;1

additional warning regarding the content and what to expect, suc

as swearing, sexua% content, violence and anything you may LIMITATIONS OF PEGI RATINGS

consider to be inappropriate for your child. In addition to this, the
content is also rated in three levels: frequent, mild or strong. It's possible for young people to buy games online without a required

proof of age, opening them up to age-lnarpropriate content without
you knowing. We advise that you regularly monitor Jour child’s

[ tiviti d maintain a h t and healthy dial 14}
LIMITATIONS OF BBFC RATINGS P R hem about the onlineworld.
It's important to note that there is no obligation on streaming video PARENTAL CON-I-ROLS

services to use or display BBFC ratings. Due to this, we advise that
you check the rating online before your child streams the content. It
may also be a good idea to watch the content first yourself or

Itis a good idea to put in place parental controls for all online

. s 5 fn accounts which your child may use to purchase or download online
discuss it with other parents to help you decide whether or notit is games e.g. The App Store, Google Play Store, PlayStation Store and
suitable for your child. Microsoft Xbox Store etc.
- J W J
y &4 s : .bbfc.co.uk S : .pegi.inf
b;'l/// ource: www.bbfc.co.u ource: www.pegi.info
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33> Online  www.nationalonlinesafety.com
S leety Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061

THE LEIGH
ACADEMY




BIGO LIVE

Facebook Youtube YouNow

Live streaming is the term used to describe the broadcast of a real
time video from a mobile device, tablet or games console. Many live
streaming apps have functionality for interactions from viewers,
such as commenting, live chats and sending reactions during the
broadcast. Live streaming opens up a world of excitement for
children, where they can watch live concerts, their favourite

celebrities and bloggers/vloggers, connect with their friends, watch
live gaming and much, much more. Whilst there are many positives
with live streaming, it creates a worldwide platform for unsuitable
content to be streamed and creates a host of dangers for children.

SIGN UP PROCESS & AGE
RESTRICTIONS

Most live streaming apps have an age restriction of 13 and
above. It is important to note that some platforms do not
require proof of age when signing up to the app, meaning
that anyone can register for an account. This also opens up
the opportunity for people to lie about their age to seem
older or younger.

WHO IS WATCHING YOUR
CHILD?

If your child’s privacy settings are not set up effectively,
anybody can be watching their live streams. One of the
main characteristics of live streaming is its ability for videos
to be instantly shared all over the world, but this creates the
opportunity for more people to watch anybody regardless
of whether they know them.

LIVE CONTENT

As the streams are live, children can instantly be exposed to
anything inappropriate. Most live streaming apps will have
filters, rules and guidelines in place to ensure their services
are monitored. They will also have report buttons where
inappropriate content will be sent for review. Bear in mind
that a report may not be dealt with instantly, which means
your child may be further exposed to inappropriate content
during a live stream.

RECORDINGS OF YOUR CHILD

Each streaming app and website that allows live streaming
has different rules about how they store their live videos
once completed. For example, a live stream on Periscope

will be automatically deleted after 24 hours, but apps such

as Facebook and YouTube allow the video to be posted on
the app and will only be deleted once the creator decides. It
is important to realise that deleting a video will not stop it
from being shared. A live stream can be recorded (or
screenshots can be taken) by other viewers using certain
software and then shared on other platforms. Research
conducted by the Internet Watch Foundation (IWF)
discovered that apparently recorded illegal videos of live
streams were redistributed on other sites.

Twitch

Periscope

WHAT IS YOUR CHILD
WATCHING?

Live streaming apps don’t just allow children to stream their
own videos, they can also watch other people’s streams.
Anything can be streamed at any time and any place,
including violence, graphic imagery, nudity, illegal
behavior, drug use, p ities etc. Most live streaming
apps claim to monitor live streams and will take action to
stop any that do not adhere to their guidelines. However,
with millions of live streams each day, it is extremely
difficult to monitor them all.

GROOMING

There have been recent reports of paedophiles coercing
children as young as three on live streaming apps. Due to
the anonymous nature and lack of identification needed to
sign up to some apps, almost anyone is able to sign up and
use the service. Users can use fake identities to sign up to
the apps and watch/stream videos. Recent research by the
IWF revealed that children may be asked to do things and
perform ‘suggestive acts’ during their live stream by
strangers.

9
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BE PRESENT

In a recent three month study by the Internet Watch
Foundation (IWF), 96% of streams showed a child on
their own, often in their bedroom or bathroom. If your
child is going to conduct a live stream, ask them if you
could be present for it. This will give you a greater
knowledge of what your child is doing during their live
streams and who they are streaming to.

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal
information during a live stream, including their
location. Talk to them about what constitutes ‘personal
information’ and make sure they do not disclose
anything to anyone during a live stream, even to their
friends. Advise them to remove any items in their live
stream (school uniform, street name, posters etc.) that
could potentially expose their location or personal
information.

TALK REGULARLY WITH
YOUR CHILD

Ask your child which live streaming apps they are using

and how they are using them. Are they watching live
streams or making their own? What types of live streams
do they like watching? If they are under 13, it is strongly
advised that they are not using any live streaming apps
due to the dangers involved, but you may feel that they

should not be using the apps even if they are over the

age limit. With live streaming being such a popular
feature on apps, it is important that you are aware of the
dangers associated with it in order to protect your child
effectively.

- =
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PRIVACY SETTINGS

Each live streaming app will have its own privacy
settings with options varying from platform to platform.
Generally, we advise that your child’s account is set to
private. This will ensure that only their friends/followers
will see their live stream. It is important to check each
app to ensure that the privacy settings are in place to
protect your child from strangers viewing their streams
and engaging in conversation with them. The settings
on most apps will allow you to turn off the chat feature
during a live stream, restricting conversations, but live
chat is part of the ‘fun’ when it comes to live streaming.

J

PROTECTING THEIR
ONLINE REPUTATION

What your child does now may affect their future
opportunities, and it is important that they have a good
understanding of this. As the videos are live, it may lead

to the misconception that whatever happens in the
video will disappear once the live stream ends. This is
incorrect. Tell your child that their live streams cannot
be undone and this has the potential to affect their
online reputation.

REMOVE LINKS TO
OTHER APPS

Some live streaming apps/websites give users the ability
to link and share the content through other social media
platforms to share their video further. For example, a
live stream on Periscope, can be shared on Twitter and
Facebook during the stream if the accounts are
connected. While it may seem like a good idea to show
the video to more people, the privacy settings may differ
on each app, opening up the p ial for d
viewers to join the stream. We suggest checking the
privacy settings on each app and where possible, only
streaming on one app at a time in order to have greater
control over who sees the live stream.
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' The big selling point for the FIFA range of games is that it
FIFA includes current players; a feature which no other
football video game offers. However, this means thata
new version of the game is released every year, with
updated teams, players and stadia, plus new gameplay
features and tweaks. And, with everyannual update of
the game, there is an expectation that'it will be far better
‘ than the previous one; so the re to upgrade and
buy the new versio mense!
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While the FIFA video game is suitable for children of all
ages as it does not include any inappropriate content,
there is the issue of in-game chat. Your child can play
with other people online and chat with them using
headsets. As this is largely unregulated, it could mean
that your child is exposed to | or conver

that you deem unsuitable. * # " @ $
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You don't need to be the biggest football fan in the world to have
heard of FIFA (Fédé Inter e Football Association) -
the governing body for football. And, the video game series bearing
the organisation’s name is one of the most successful ever. The lure
of this football series is that official licensing gives your child the
opportunity to play games in the role of their favourite players. They
can either work through a story mode versmn of the game or play
online in competitions other players. The game,
annually by Electronic Arts under the EA Sports label, is available for
arange of consoles, and there are also mobile versions available for
smartphones and tablets. The most recent version is FIFA 18, but
FIFA 19 is due for release later in the year.

FiFA

Your child may receive an email or see a message on
social media or in forums which appear tobea genuine
FIFA promotion. While the link may seem like a FIFA
login page, it’s a phishing scam to capture a login name
and password. Scammers may use names that sound
legitimate, like ‘EA Admin’ or ‘FIFA|l T

B THE RO
In-game purchases are to be expected in any modern
game and FIFA is no different. FIFA Ultimate Team
(commonly called FUT, mode in FIFA that lets
gamers build teams of rs from any league, playing
both offline and onlineto win coins. These can be used
to buy better players or packs containing random
players. While some purchases can be made using
in-game currency, other purchases involve spending
with realworld money, which could become expensive.
Therethave been reports of parents receiving large
credit cardbills resulting from in-game purchase made
by théirchildren.

TE>P 1ip$

As a parent, the implications of this really depends
on the age of your child and your relationship with
them. It may be that playing and sharing games is
part of your family life and so this isn’t a problem,
but just be mindful that being involved with the FIFA
franchise is unlikely to be a one-off event - it's the
start of a gaming journey that could last for many,
many years and involve numerous (potentlally
"expensive) upgrades.

L

It’s unlikely that you'll be
able to convince your
child to play FIFA without
making use of the chat
facility - it's something
that adds to the
experience. However, you
should ensure your child
is aware of how to silence
any abusive players and
how to report anyone
who becomes
problematic.

erﬁg Vﬁeeﬁ [(Tkﬁow a%c_)ﬁf

I OHE MORE GHRE
Your child could be playing FIFA games on their
computer or console for very long periods of time. That's
not to say that computer-based matches are a full 90
minutes long, but a series of 20-minute matches can very
quickly fill up a day! The World Health Organisation has
classified ‘gaming disorder’ as a mental health problem -
this is when children have trouble controlling their
gaming behaviour and Iet’i’f’re?gn over their lives and
daily routine.

FIFE GHEp
The FIFA series has been criticised for. the competitive
nature of g lay leading to agg in some
players. Add to thls the chance to converse with other
players via in-game chat, and the potential for anger
levels is likely to rise... especially if you're losing heavily!
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You should teach your children to stay clear of scams.
Explain to them that they must be wary of any link
which asks them to either verify their username and
password or provide other sensitive information;
game developers will never send amessage asking
for login infor ion. C ils and

websites, or social media posts promoting contests
for in-game content, such as packs,‘PIayers, or coins
requiring login information a e.

“EHUIN:D
'B«. m
redit or debit card
unt, so ensure that
his! There's also
also check who has
epending on the

To spend real money in FIFA;
must be linked to a gaming ac
your card is not being used fo
support for PayPal payment, s
access to this type of account. |
platform your child is using to play FIFA, there are
different parental controls thatcan be put in place to
restrict spending should you allow them to link a card
to their account. There is also a payment option called
Paysafecard, which allows you to make payments
online without the use of a bank account or credit
card. As you can top up balances, this makes it easy to
control spending.

The parental controls on consoles can be used to

restrict the amount of time spent playing. Physically
monitoring how much time your child is spending in

FIFA is recommended - just as you might monitor how ¢
much time they spend watching TV. Keep an eye out

for warning signs, such as a lack of interest in other |
activities, tiredness or fatigue, neglect of personal

hygiene, changes in character or anger issues whei

your child is told to stop playing a game. I S

s o

Monitoring in-game chat may be difficult as you're
likely to only be able to hear one side of a
conversation. However, noticing how your child is
reacting may be a reasonable indicator of the general
mood. Dealing with both the frustrations of a game
as well as troublesome people can serve as useful life
lessons, but as a parent, you know your child better
than anyone else. If you notice your child is getting
too upset or angry, that's the time to intervene and
try to encourage them to take a break from the game.

SOURCES

http://press.ea. com/products/p1532/ea sports -fifa-18
https://www.telegraph.co.uk hood/1
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. A https:/help.ea.com/en-gb/help/ffa/be-safe-with-fut-coins-and-fifa-points/

THE LEIGH
ACADEMY



G FORTNITE

| BATTLE |
ROVALE

e

\_

Xbox One, Mac and iOS.

ﬁFortnite - Battle Royale! is a free to play section of the game\
‘Fortnite. The game sees 100 players dropped on to an
island from a‘battle bus, where they have to compete until
one survivor remains. The last remaining player on the
island wins the game. Players have to find hidden items,
such as weapons, to help them survive longer in the game. \
To make the game more challenging, there is an added twist A
called ‘the storm’ which reduces the size of the island from \
the start of gameplay, bringing the players closer together
in proximity. The game is available on PC, PlayStation 4,

J\

y
What parens need fo-know abot,

FORTNITE: BATTLE ROYALE

MICROTRANSACTIONS

Newly featured items are released daily and are only
available to purchase within 24 hours of their release.
These are cosmetic items, called ‘skins, ‘gliders’ and
‘emotes, which change the characters’ appearance, but do
not improve the game play. Once purchased, the player
has full use of these in the future. The designs are
attractive for players to purchase and even celebrities are
endorsingpthem. Also available to purchase in the game is
a’Battle Pass, When a new ‘Battle Pass'is released, users
can take part in a series of challenges, receiving more
rewards (cosmetics) by progressing through different tiers.
Whichever rewards they achieve can then be used in the
game.

IT CAN BE ADDICTIVE

Games can last around 20 minutes but this varies
according to the game. Children may feel angry if they lose
the game and will want to continue playing until they
achieve their desired result. The competitive nature of the
ame may make it difficult for them to stop playin
halfway through as theil#)osit(';on in the game could be
affected.

IT CAN BE PLAYED ON THE GO

The game was released on mobile devices in April 2018,
meaning it can be played without the need for a home
ames console. Some schools have reported that the game
is distracting their students whilst in the classroom. As the
game is available outside of the home, parents may not be
aware of how long their child is playing this game.

&Top Tips for Pa

LIMIT GAME TIME

Parents can use parental controls on Xbox and PC to limit the time a
child is playing games on these devices. Be aware that the game is
available on iOS and will soon be available on all mobiles. With this
in mind, itis worth having a conversation with your child to discuss
and agree how long you would like them to play the games for. Even
though the games last around 20 minutes, it may be difficult to take
them away from a game mid play. It may be worth imposing a limit
on the amount of matches they play rather than a time limit.

PREVENT YOUR CHILD FROM
TALKING TO STRANGERS

There is an option to turn off the voice chat feature, which
means your child wouldn’t be able to talk to anybody,
including their friends. However, they would still be able to
use the in-app chat and hear other people’s conversations. To
turn off voice chat, open the Settings menu in the top right of
the main Fortnite page, then click on the cog icon. Open the
Audio tab at the top of the screen. From there, you can turn
off voice chat.

National
Online
Safety

HACKER ATTACKS

News site Forbes stated that it had seen “dozens” of online
reports from people who said their accounts had been
compromised by hackers, who had gained access to user’s
accounts in the game and accrued hundreds of pounds in
fraudulent charges.

TALKING TO STRANGERS
DURING SQUAD MODE

Interacting with other players in the ‘t‘;ame is part of the
fun as players can communicate with their friends and
other players in the %?me. Players will benefit from
wearing headph to hear f from other Rlayers
trﬁng to compromise their game. V\Tearing headphones
makes it difficult for parents to hear what exactly is being
said and children maz be exﬁosed to inappropriate
language. Fortnite includes really good reporting features
for players either cheating or misbehaving, and works
towards having one of the best online gaming
communities.

‘FREE’TO PLAY

The game IS free to play. However, if playing on
Xbox, you will need an Xbox gold subscription,
which does require a fee.

LOOK OUT FOR VBUCK SCAMS

Itis important that your children are aware of the scams that they
may come across online in association with the game. Open up
conversation with them about scams and how they should never
share their username or password with people in order to gain
anything for the game.

RESTRICT PAYMENT METHODS

‘Fortnite: Battle Royale’is a free to play game, but there are
still options to make additional purchases. If you do not
want your child to make payments, ensure your card is not
associated with their account. If you are happy for your
child to make payments in the game, but want to restrict
spending, we suggest using a paysafecard, or a games
console gift card. These can be purchased in specific
amounts, which will allow you to restrict the amount your
child spends and removes the need for a credit/debit card to
be used with their account.

THE
ACADEMY

S—

t

S———

e

|

NO PROOF OF AGE RE

Signing up to the game is relatively simple.

UIRED

sers have the
option to log in with either their Facebook or Google
accounts or their email address. When signing up with an
email address, no proof of age is required. If your child is
under the age of 12, it is important to check whether your
child has the game downloaded.

TALKING TO STRANGERS
DURING SQUAD MODE

There are many accounts on Facebook and Twitter which
claim to give away free money (known as‘V bucks’) for
games which will be transferred to their Xbox Live or PSN
cards. Any giveaway promotion from Fortnite will be in the
game. Itis important to check the authenticity of these
accounts before giving away personal information in order
to claim ‘V bucks. The websites or accounts may ask you to
share your account name and password in order to claim
the money; if these offers seem too good to be true, they
usually are.

TN

AGE RESTRICTIONS

PEGI has given the game a rating of 12+. Even
though the game includes violence and weapons
such as crossbows, grenade launchers, rifles, pistols,
shotguns and more, PEGI say “more graphic and
realistic looking violence towards fantasy characters
is allowed. Any violence towards human characters
must look unrealistic unless it consists of only minor
or trivial injury such as a slap,” making the game
‘suitable’ for children aged 12 and over.

SHOW THEM HOW TO MAKE
A REPORT

If your child believes a player is playing or talking
inappropriately, you should advise them to report them. To
report a player, you can use the in-game feedback tool
located in the Main Menu of the game. Additionally, you can
report a player in-game when spectating them.

— —— - — -

USE A STRONG PASSWORD

It may seem like a simple tip, but itis important that your child
selects a strong password when creating an account, particularly if
a credit/debit card is associated with the account. This will help
reduce the risk of their account being hacked.

Awhole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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. What parenfs need fo know about
. GRAND THEFT
- AUTO (GTA
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Grand Theft Auto is an action-adventure video game series where
players control criminals and wreak havoc in order to complete missions
and progress through the game. During the early stages of the game, it
solely focuses on completing missions to go up a level. However, as the

game grew more popular the makers
narrative to each edition of the game. The aim of this was to increase user
engagement, making gamers believe that they were not just playing as
the character, but they became the character. Grand Theft Auto is
accessible on a number of devices including: PlayStation and Xbox,

desktop computers, PSP, Nintendo DS, and Mobile.

GTA decided to introduce a

~\

J
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When buying GTA V you automatically have access to
Grand Theft Auto Online, a version of the game that
allows players to play online. They can play alone,
invite players to a game, or be involved in public
‘sessions’ where people will be picked at random to
play. When you first load into a %ame you are
automatically placed into an open lobby, meaning you
play with random people. The 'social club’is GTA's very
own social platform where users can bet money, share
in-game photographs (which users can like and
comment on), and even message other users directly.

What faren[s can do

To prevent your child playing with strangers on the
game, you can change the setfings to ensure they only
play with their approved friends list. Upon si ning up

to the ‘social club; it automatically sets a player’s
visibility settings to ‘everyone; meaning theirname
and profile information is made public. Parents can
alter this by changing the visibility settings to ‘only
me’

W,

Topk Tips for Pa

WARNING!

Due to the nature of the game and the age
restrictions, GTA includes content that is
inappropriate for anyone under the aqe of 18,
including sex, nudity, violence, profanelanguage,
and substance abuse. These are the main
components that make up the game - you have to
do certain things and witness certain things in

order to move on in the game. Exposing your child
to this type of content could affect their morals and
understanding of right and wrong. Additionally,
your child could become desensitised to similar
situations, reinforcing the fact they they would
find it hard to differentiate between right/wrong
and good/bad.

THERISK - ONLINE HACKERS

Hackers can make money by helping users cheat in
the game. They can do a number of inappropriate

things, including killing people, stealing weapons,
spawning money into the game, and even raping
other characters. Spawning money tends to be a

gamer’s most popular choice, being able to buy
$100,000,000,000 (of in-game currency) for as little
as five US dollars.

What parenfs can do

Actively monitor your child’s online activity. These
websites are very easy to find, meaning children and
youngbpeople can easily navigate their way to these

wesbites and gay for hackers. Not only is this an
illegal activity, but you have the risk of giving your
personal information to someone who may misuse it.
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THERISK - ADDICTION

Addiction is a risk with any game. Game developers
use persuasive design techniques to force users to
invest their time, and often money, in a game. Within
GTA, your character is able to progress through the
game for completing missions within a certain time
frame, encouraging children to keep returning to the
game. Gaming addiction is now a recognised health
condition and the side effects are concerning,
including sleep deprevation, decreased attention
span and erratic emotional behaviour.

What parenfs can do

There are a number of things you can do if you are
concerned about your child’s screen time, including
setting time limits within the home, especially during
meal times and before bedtime. Talk to your child
and ask why they are spending so much time on the
game, and enourage healthy alternatives such as
outdoor activities and spending quality time with
friends and family.

.

THERISK - LIVE CHAT

When playing GTA online, players have the option to
use a microphone to broadcast their voice live to other
players involved in the ‘session’ These live voice chats
are not moderated, meaning anything could be said,
including inappropriate language, as well as verbal
forms of bullying.

What parenfs can do

Talk openl¥ with your child about not giving away
personal information. Also remind them that
conversations can be recorded, which could
damage their online reputation. Depending on
the device/platform, there will be ways to mute
conversations. Make yourself aware of the
device’s/platform’s individual settings and ensure
that your child knows how to block and report.

-
THERISK - <
MICROTRANSACTIONS

By completing missions and partaking in certain
activities you earn in-game currency. This allows you
to buy things such as prostitutes, vehicles, weapons,

ammo, new outfits, cars, apartments and more.
However, the items that are available to buy often
have a high price that require a lot of game time,

meaning the items are pretty unrealistic to buy.

What parents can do

If you do not want your child to make ﬁayments,
ensure your card is not associated with their account.
If Kou are happy for your child to make payments in
the game, but want to limit spending, we suggest
purchasing a pre-paid gift card for your child. These
can be purchased in specific amounts which will
allow you to limit how much your child spends and
removes the need for a credit or debit card to be used
with their account.

SOURCES:

https://www.imdb.com/title/tt2103188/parentalguide

https://www.teIegracajph.co.uk/ aming/news/grand-theft-auto-v-has-made-money-film-history/
iction.ca/addiction-to-video-games.html

http://www.techad
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Minecraft is played by millions of children around
the world, who use their imagination to build
three-dimensional worlds with virtual building
blocks in a digital, pixelated landscape. It is classed
as a‘sandbox game, which means players have the
freedom to build their own creations with ‘blocks’

Minecraft has
approximately

characters. Players can choose from thousands of

GROOMING

As the majority of users who play Minecraft are
children, this makes it an ‘appealing’g y for
groomers. It has been reported that some users
have created worlds in Minecraft to lure young
people into a conversation to ask for explicit photos.
There have even been more serious cases in which
children have been persuaded to meet these people
in real life.

they collect and also have the opportunity to
explore other people’s creations with their

different’servers’ to join, which are created by
other players, making every experience of
Minecraft unique.

COMMUNICATINGWITH
STRANGERS
Minecraft incorporates thousands of servers to
choose from which are a single world or place
created by the public and allow users to play
the game online or via a local area network
with others. No two servers are the same and
each has its own individual plug-ins which are
controlled by the creator. This means that some
servers will allow communication with

AGE RESTRICTION &

a ‘FANTASY VIOLENCE’
According to the ‘Entertaining Software
Rating Board’ (ESRB), Minecraft is suitable for
users aged 10+. Due to its ‘Fantasy Violence,
the ESRB states that this rating has been
given as ‘players can engage in violent acts
such as setting animals on fire and harming
them with weapons. Mild explosions are
occasionally heard as players use dynamite

CYBERBULLYING & GRIEFING strangers. to fend off creatures and mine the
In multiplayer mode there is a live chat feature environment.
which allows players to talk to other players VIRUSES & MALWARE A
through text. This chat functionality includes basic FROM MODS CHILDREN MAY BECOME ;
filtering to block out external links and offensive There are several websites that offer ADDICTED
language being shared, but varies between each downloadable ‘mods’ which modify gameplay As with other games, Minecraft is a game
server. Griefing is when someone purposely upsets in a number of ways. Most of the mods will be where players can keep returning with
another player during the game. This can be done safe to use, but as they have been created by constant challenges and personalgoalsto

by ruining somebody's creation or generally doing =
something to spoil gameplay for another. 'H

Essentially, ‘Griefing’ is a form of cyberbullying and
can be extremely frustrating for players. -

1%
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DISABLE OR MODERATE CHAT

To avoid potentially inappropriate comments in a
live chat, you can follow these steps to turn live
chat off: 1. Select ‘Options’ 2. Toggle the Chat
button to‘Hidden’ or‘Commands Only" Bear in
mind that the chat feature is also where your child
can enter commands during the game, so this may
restrict their game play.

MONITOR YOUTUBE TUTORIALS

Many Minecraft users turn to ‘YouTube’ for video
tips on improving their game play and discovering
new techniques. Although many videos are
age-appropriate, some include sexual references
and bad language. We suggest watching Minecraft
tutorial videos together with your child. If your
child is under the age of 13, we suggest installing
‘YouTube Kids’ which provides a safer platform for
children to safely find the content they want.
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Sources:
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the public, they will often contain viruses that
can infect your child’s device and potentially try
and find personal information about you or
your child.

R wh-

SCAN‘MODS’ FOR MALWARE

Minecraft‘mods’ add content to games to give
extra options to interact and change the way the
game looks and feels. However, although ‘mods’

can bring fun for a child, it's important to consider
that downloading and installing ‘mods’ could
potentially infect their device with a virus or
malware. In 2017, security company Symantec
stated that between 600,000 and 2.5 million
Minecraft players had installed dodgy apps, which
hijacked player’s devices and used them to power
an advertising botnet. Install a malware scanner
on every device that your child plays Minecraft on
and make sure it’s regularly kept up-to-date.

PLAY IN‘CREATIVE’ OR
‘PEACEFUL MODE

Even though the age limit is 10+, Minecraft can
be quite overwhelming at times, especially for
younger players or SEND children. We suggest
restricting your child to play in ‘creative mode’
or ‘peaceful mode’ which takes away the
survival element and removes the ‘scarier’
monster/zombie characters.

https://www.mirror.co.uk/tech/new-minecraft-game-needs-caution-11251242
h . 7 Tuk 7 . n t

| achieve. Children may find it difficult to know
when to stop playing, becoming absorbed in
the game and losing track of time.

SET TIME LIMITS

With ‘Gaming Disorder’ becoming an official health
condition, we suggest setting a reasonable time limit
when playing Minecraft. Parents can use parental
controls on devices to limit the time a child plays
games. It is worth having a conversation with your
child to understand which ‘mode’ they are playing the
game. This may help you decide on the amount of
time you would like them to play. For example, a mini
game will have an‘end, but this will depend on how
long the game creator has made the game last. In
‘survival mode, the game has no end as there is no
goal to be achieved other than the child's own e.g.
after they have built something.

CHOOSE SERVERS CAREFULLY

To protect your child from engaging in
conversation with strangers, advise them to only
enter servers with people they know and trust.
Your child can also create their own multiplayer
server and share this with their friends, which is
safer and more controlled than joining a
stranger’s server.

mirror.co. g
? O £ for-kid:

t: B

o A
http: C
hni - L

https://support.xbox.com/en-GB/xbox-one/security/cannot-change-my-privacy
h i K /. t ide-to-playing-mi ft-with-your-kids-1788

ttings |
022798

85 /h

-p
-servers/
£ kid:

o i

(e

http: f: ","’friendly- i
https://www.h £ t-up:

1 i ith-friends/k i /ch

ek.com/2

THE LEIGH
ACADEMY

y play h-fr p://



N

s
RABLAX

Powering Imagination

According to the Roblox website, ‘Roblox is
the world’s largest interactive social
platform for play. For those of you who are
unfamiliar with the game, itis a
multi-player online gaming platform which
allows children to play and create a variety
of games in a 3D world. Roblox is free to
play and available on all modern
smartphones, tablets, desktops, Xbox One,

Oculus Rift, and HTC Vive.
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ROBLOX STUDIO CHATTING & FRIEND REQUESTS\ (" ROBUX ONLINE PAYMENTS )

The Roblox Studio allows users to create

¢ ; . Whilst the games in Roblox are aimed at 8 When a user creates a game, they earn
their own games and ‘worlds’for others to to 18-year- olds, there are currently no age something called ’Robux?’which wgrks asa
play on the platform. As the games are restrictions for signing up. This means that currency within the platform and enables the
e gener.ated,. JHCIEE e the freedom both adults and young people can play purchase of upgrades and memberships. If
to potentially include things you do not and communicate with each other and the created game is of good quality and
want your child to bg exposed to, for send friend requests through the platform. attracts multiple players and in-game
example, weapons, violence and even Once a friend request is accepted, this adverts, children have the ability to earn a lot
i e L s means that they can communicate with of ‘Robux. Once a user has earned a certain

restrictions on the games created in the
Roblox Studio and to remove games from
the platform Roblox relies on people
reporting negative/violent content.

each other outside of gameplay. amount of Robux, they can convert this to
real cash and withdraw it to a PayPal account.

To withdraw money, users need to be over
) 13, have a PayPal account and have paid for
the Roblox premium subscription.
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ALERT!

Tell your children to be careful
and to think twice before they
click any random advert or
popup. There a lot of phishing
scams that advertise free
roblux etc. with the intent of
stealing your child's personal
information.

UNLIST SOCIAL MEDIA ACCOUNTS HAVE A CHAT ABOUT ‘GRIEFING’ DISABLE IN-GAME CHAT
Make sure your child’s social media accounts Griefing is when someoneﬁurposely upsets Roblox is great for children to play together and
are not listed in the settings/account another player in a game. This can be done by chat to each other. However, if you want to
A 4 R setting traps, damaging or stealing something o q
mformahop. If they are, advise them to se.t from another player, intentionally?(illing them comp!etely turn off in-game chat for your ch[ld
them to private or remove them from their and generally doing something in the game to (meaning they cannot contact anyone, including
account. This will ensure that nobody will be spoil their gameplay. Essentially, ‘Griefing’is a their friends) you can do so by following these
able to find and contact them on their social orm of cyberbullying and can be extremely steps: When logged in, go to the Account Settings
media platforms outside of Roblox. frustrating and upsetting for players. page by clicking on the gear icon at the top right

corner of the page, then click Settings. Next, click
on the Privacy tab and under‘Who can chat with

CHECK SHARED INFORMATION

In the account settings, check that your child RESTRICT PAYMENT METHODS e sele.d ghionet an'd BLIC LS
is not giving away any personal information Rob-lox isa frel: to‘ﬂ?&f gal‘ll‘l.e, but there a:‘e still in-game chat.
in their bio/profile. For example, their full options to make additional in-game purchases.
name, phonlgnumber or snap'zhat name. If If you do not want your child to make payments, IS YOUR CHILD UNDER 13?
you see that they have, explain why this is ensure your card is not associated with their Unfortunately, there are hundreds of YouTube
potentially dangerous and remove account. If you are happy for your child to make ~ Videos showing children how to change their age
immadiately. [ payments in the game, but want to restrict settings on Roblox, so firstly, you should talk to
spending, we suggest using a games console Tl|!1°'-" Chlld(ti:;’st?t upl SO;!\: r;lle:/an afgreelnznt.
. gift card. These can be purchased in specific - ere are additional satety teatures rorchiidren
Roblozx hSaIESr)eIaE?v:E—ISSeAp.I\-ILEI!:ation amounts, which will enable you to restrict how under 13, for example having their posts and
security feature which we recommend you much your child spends and removes the need q chats filtered for inappropriate content and
; ehahls to add an extrallayerof security to for a credit/debit card to be used with their behaviour, so it is worth checking that your child
' | e account. has set up their account with the correct age. You
i your child’s account. | can find this in their account settings.
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WHAT IS
HOUSEPARTY?

I partyis alive app describedasa
face-to-face social network where people‘drop in’on each
other to video chat, leave messages and hang out in groups.
In the UK alone, there is an estimated 1.5 million people
using the app, more than half of which are under the age of
24.Houseparty is available for iOS, Android and macOS, and
it'simportant to note that children under the age of 13 must
\ have a parent’s permission to access the services, however,
no proof of age required to create an account.

HOW DOYOUNG
PEOPLE USEIT?

Each time the app is opened, your child will be instantly
connected to other users who are also on the app. Users can
create group conversations of up to eight people at one time.
Each time a person joins, the screen splits to show everyone who
is part of the conversation. Your child can add contacts via
phone numbers, search for their usernames, and share a link to
their profile. They can have as many rooms as they want and
move from chat to chat by swiping across the screen. Along with
this functionality comes a few associated risks to be aware of...

Lottery
o

winning the
s
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“STRANGER DANGER”

Friends of friends can join conversations on the
platform without the need to be connected or known
to all the other users in the chat. Houseparty calls this
feature ‘Stranger Danger While it does alert users
when individuals they may not know enter their chat
room, it also suggests strangers might be a reason for
‘party time’ There’s also the danger of people
ing to delib ly mislead others by using
false names or usernames.

J

. CYBERBULLYING

Cyberbullying is when people use technology to
harass, threaten, embarrass, or target another person.
Group chats can be used by bullies to make negative or
hurtful comments whicK may cause offence or be
harmful to others in the group. Exclusion from
friendship groups within the platform may make your

child feel sad and left out/socially excluded.

J

ALISED MESSAGES

People may use live streaming arps such as Houseparty to
engage in inappropriate or illegal activities. There have been
concerning reports directly linked to Houseparty, including one
incident where two Mancunian children aged 11 and 12 were
reportedly targeted by men ing th lves back in 2017.
Outside of their close friends[lir group, it’s also imporant to
note that friends of friends can also connect with your child via
\ the app, which may include people with this intention. J

OVERSHARING PERSONAL
INFORMATION

Children often don’t und  the risks involved in giving
out too much personal information in a live stream or within
their profile. They may also be less protective of personal
details during online conversations. One example of this within
alive chat could be their background revealing information

-
B

A
The ‘facemail’ feature lets users share moments from their
Houseparty conversations by recording and sharing
15-second snippets of chats. They also have the option to
save these moments to their gallery. For privacy
purposes, every member of the group will see a
notification if another member is recording - this could be
a concern if your child shares somethinﬂ in the live chat
they may later regret. Once recorded, they lose control

over the video and how it is used.

IN-APP PURCHASES

By tapping on the dice icon your child can play a game
called ‘Heads Up!’ where one person gives clues to
describe someone or something and the other players
guess. Three cards are included for free but additional
decks cost real money. There’s the potential for your
child to get carried away plaring the game while
working up a small fortune.

& about where they live or go to school without realising. J

\_

Ve

LIVE!

SAFER CONVERSATIONS

With live streaming being such a popular feature on
apps, itis important that you are aware of the dangers
associated with it in order to protect your child
effectively. Have regular and honest conversations with
your child about what apps they are using and how they
are using them. It may be a good idea to have your child
show you how they use Houseparty and how to navigate
through the platform so you are aware of how it works.

CHECK COMMUNICATIONS

Also, it’s important to be aware of who is on their friends
list and who they are communicating with. Remind your
child to not communicate with people they do not know
and trust. If they experience something on the app that
makes them feel uncomfortable then they should tell a
trusted adult immediately. Remind your child that if
they get an invite to join a Houseparty room from
someone they don’t recognise, then they should ignore
the request.

‘LOCK'ROOMS

In regards to communicating with users on the platform,

we advise that your child uses the ‘lock’ feature to make

their conversations private. This means that other users,
especially strangers, can’t join their conversations.

O
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gh write up! Trust & safety is SO important to us. One
€ app settings to turn on ‘Private Mode' which )
om, instead of doing it manually. Parents with

Top Tips for Parents

PROTECT THEIR PRIVACY

Your child may unknowingly give away personal
information during a live stream, including their
location. Talk to them about what constitutes ‘personal
information’ and make sure they do not disclose
anything to anyone during a live stream, even to their
friends. Advise them to remove any items in their live
stream (school uniform, street name, posters etc.) that
could potentially expose their location or personal
information. Check your child’s privacy settings
thoroughly. You have the option to opt out of certain uses
and disclosures of personal information, such as turning
off the app’s location sharing option.

PROTECTING YOUR CHILD’S
DIGITAL FOOTPRINT

As the videos are live, it may lead to the misconception that
whatever happens in the video will disappear once the live
stream ends. All content shared on the app can be recorded or
screenshotted and shared to a wider community. Itis
important that your child knows that what they do now may
affect their future opportunities. In addition to this, the video
chats can’t be reviewed later which means unless a parent or
carer is sitting nearby during a call, they won’t know what has
been said. It’s worth bearing in mind that parents can see
when their child has last communicated with someone and for
how long for under the ‘We Time’ feature.

SOURCES: https://ww

co.uk/articl
https://www.iwf.org.uk/

party-the-chat-app-thats-talking-over-facebook-mktpm3chm

¥
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REMOVE LINKSTO
OTHERAPPS

Users can link their account to both Facebook and
Snapchat, or can simply share a link to their profile. We
advise that your remove these links and remind your child
not to publicly share access to their online profiles as
there is the potential for strangers to get hold of your
child’s information or communicate with them.

BE PRESENT

A study conducted by the Internet Watch
Foundation (IWF) found that 96% of streams showed a child
on their own, often in their bedroom or bathroom. If your
child is going to conduct a live stream, ask them if you
could be present for it. This will give you a greater
understanding of what your child is doing during their live
streams and who they are streaming to.

REPORTING AND BLOCKING

If your child faces a problem while using the app they can
report direct to the platform by shaking their phone. A
prompt will pop up allowing you to report issues
immediately by clicking on the ‘report now ’ button. They
also have the option to report and block users directly on
the user’s profile.

A whole school community approach to online safety
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Instagram is an image and video sharing g

allows users to share moments with the worl
has a live streaming feature and additional add-ons,
such as‘Boomerang.‘Hyperlapse’ and ‘Layout, which

can be used to enhance their feed. Users can choose to

contrast to their photos. To make their content more
‘searchable, users can include hashtazs in their uploads

p that
The app

filters and make adjustments, such as brightness /

to make them easier to

Y,

LIVE STREAMING TO
STRANGERS

The live stream feature on Instagram allows users
to connect with their friends and followers in
real-time. Followers can comment on the video
during the broadcast (which can be turned off in
the settings). If your child has a private account,
only their approved followers can see their story. It
is important to note that they still may have
followers that they do not know, which means they
could be live streaming to strangers. A public
account allows anybody to view their story. We
suggest that your child goes through their
followers list and blocks anyone they do not know.
An additional risk with live streams is that your
child may do something that they regret. This could
be captured by a viewer taking a screenshot and
then shared around the Internet.

IN-APP PAYMENTS

Instagram allows payments for products directly
through the app. It operates under the same rules
as Facebook Payments, which state that if you are
under the age of 18, you can only use this feature

with the involvement of a parent or guardian.

What parens need to know about

INSTAGRAM

HIJACKED HASHTAGS

Like Twitter, hashtags are also an extremely
prominent tool in Instagram and with that
comes dangers for your child. One person may
use a seemingly innocent hashtag with one
particular thing in mind, and before you know it
hundreds of people could be using the same
hashtag for something inappropriate or
dangerous that your child certainly shouldn’t be
exposed to.

INSTAGRAM TV

Instagram TV works similarly to YouTube. Users can
watch videos from their favourite accounts on the
platform, or create their own channel and post their
own videos. It’s important to note that anyone can
create their own Instagram TV channel and you
don’t have to be friends with a person to follow an
account and watch their videos. Ultimately, features
are encouraging users to spend more time on the
app;, therefore it’s important to set time limits and
ensure their devices are not disturbing their sleep
and performance at school.

DAMAGETO CONFIDENCE BODY
IMAGE & MENTAL HEALTH

When people use filters on their photos on Instagram,
it can set unrealistic expectations and create feelings
of inadequacy and low self-esteem in children.
Children may strive for a comparable number of ‘likes’
to a realistically edited with the risk of drastically
lowering your child’s confidence or sense of self-worth.

PHOTO / VIDEO SHARING

Posting photos and videos is Instagram’s biggest
selling point, but with sharing images comes risks.
photo which includes landmarks in the area, their
school uniform, street name, house and even tagging
in the location of the photo uploaded to Instagram can
expose the child’s location, making it easy to locate
them. If their account is not set to private, anyone can
access their account and see their location.

LOCATION TAGGING

Public locations can be added to a user’s
photos/videos and also to their stories. While this may
seem like a good idea at the time, it can expose the
d. This is particularly more of a risk

r story, as it is real time.

~
REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with their | account, we gest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab.

RESTRICT MESSAGES
If your child’s account is not set to private, anybody can
message them and reply to their stories. If they do wish to
keep their account public, we strongly recommend

ch the ge reply gs to restrict who can
message them.
USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that

FILTER INAPPROPRIATE COMMENTS

Instagram announced on 1st May that they now have an
‘anti-bullying’ filter on the app. This new filter hides
comments relating to a person’s appearance or character, as
well as threats to a person’s wellbeing or health. The filter
will also alert Instagram to repeated problems so they can
take action against the user if necessary. This is an
automatic filter, but it can be turned off. Make sure this is
turned on in the app’s settings.

TURN OFF SHARING

Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
user. This feature can be turned off in the settings. We also
recommend turning off the feature which automatically
shares photos and videos from a story to a Facebook

account. SOURCES:

you have to approve a request if somebody wants to follow
you and only people you approve will see your posts and
videos.

National

Online
Safety

Status of Mind: Social media and young people’s mental health | Life in Likes - Children’s
Commissioners Report | Google Play Store | https://support.snapchat.com/en

p: .instagram.com | “The dangers of posting photos online”
ticle-1.1432
Theguardian.com:” Does shanng photos of youv(hlldren on Facebook put them at risk

21/children-privacy-online-faceb

phoms\chnsnodadman com:“5 things you should know abouthashtags and your kids"|
'mt=8
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 new messages

Kik (or Kik Messenger) is a free messaging app used by 300 million
people worldwi
videos, GIFs and webpa

that lets users exchange messages,

ne aged 13 years and older - the app

does not verify ages.

Kik

, photos,

via a Wi-Fi connection or data plan. Kik

is unusual in that your child can sign up withouta ﬁhone number
and then find and message other people via just t

Kik is aimed at an!
between 13 and 18 years old will need parental permission but it

eir username.
says teens

o ™)
CHILD SEXUAL EXPLOITATION &
GROOMING

Police in the UK have warned that Kik has featured in‘more than
1,100 child sexual abuse cases in the last five years’ and that
‘children are atrisk’ on the app. Offences involving the app include
child sexual itation, g ing, ant age violati Kik has
also been identified by US police as being used by sex predators,
and they say it is responsible for several recent incidents involving
children, including the murder of a 13-year-old girl by a man she
met via Kik.

FAKE OR ANONYMOUS PROFILES

What makes Kik unique to most other private messaging apps is the

fact that it doesn’t require a phone number as it works through Wi-Fi
instead. By using a username, your child can avoid sharing personal
information with others on Kik, but on the flipside, this makes it far

easier for people to remain anonymous or to create a fake persona.

SEXUAL PREDATORS

Some people may use Kik with the intention of targeting children.
Typically, this is a subtleand a p ially dang: indivi whi
will initially portray themselves as a friend who ‘understands’ a
child. They may also lie about their age and it’s possible that your
child could be ip d by a into doing
illegal activities, and maybe even meeting them in real life.

\,

CHOOSING A USERNAME

When setting up a Kik account, ensure that your child knows the
im&ortan(e of a secure username and why it shouldn’t contain
ANY clues as to who they are in real life - especially their first or
last name. Get them to choose a username that is hard to guess,
using a combination of letters and numbers.

SHARING USERNAMES

Explain to your child that sharing usernames on social media
channels, such as Twitter, Instagram or Facebook, will make it
visible to people they might not know - and they’ll be able to
message your child. If your child joins a group, anyone within that
group will be able to see their username. Your teen will have a Kik
Code that’s unique to them and lets your child connect with
anyone that scans the unique code: encourage your child not to
share their Kik Code with anyone they dont trust.

DEACTIVATING ACCOUNTS

If%our child is under 13, you can submit a deactivation request to
ik by emailing support@kik.com. Use the subject line ‘Parent
Inquiry” and include your child’s Kik username and age in your
message. If your child is over 13 and you want to close their
account, you will need access to the email address registered to
their account before you visit https://ws.kik.com/deactivate.

FIND GENUINE FRIENDS

The Kik apg includes an optional feature that your child can turn
on to help find real friends on Kik. The feature works by checking
for accounts in Kik that match an email address or phone number
stored in contacts (on a smartphone). If the app finds a match, it
will notify both your child and their friend with a Kik message.

SOURCES:

https://help.kik.com/hc/en-us/articles/11

é Y
JOINING PUBLIC GROUPS

As soon as Kik is downloaded, your child can join public groups to
chat with up to 49 others about anything from music, to sports, to
travel by searching for topics they are interested in. However,
groups can include inappropriate names and content. There are also
private groups on Kik that can be joined by scanning a group Kik
code or if they’re added by someone on their contact list.

SEXTING

Due to the general ease of sharing
photos and videos, sexting has
been reported on the app. These
messages can be screen-captured
or copied at the press of a button,
which could lead to further
dangers, such as blackmail and
cyberbullying. Itis illegal to make,
possess, download, store and share
sexual images, photos and videos
of a person under the age of 18.
This also includes any sexual
images, photos and videos that a
child may have taken of
themselves.

3
>

https://wwwi.teensafe.com/blog/everything-a-parent-needs-to-know-about-kik/
h
p

S 2~
% Top Tips for Parents @

SHOW HOWTO BLOCK & REPORT

Teach your child how to block and report users on the app. Kik’s
‘block’ feature lets users block all contact with another user,
without revealing to the other user that they’ve been blocked.
The blocked user’s name will no longer appear in contacts in Kik.
Your child can also report a group if they think it’s offensive or
being used for abuse. Some users of Kik have reported that they
receive y explicit, over the app - this
[ n automated spam bots have been created to distribute

plicit lmafges and texts using the service. Your child can use the
‘Report’ feature to report spam. Once reported, there is the
option to keep or remove the chat from the conversation list. If
conversations are saved, Kik will automatically block the spam
account but save the chat history.

DON'TTALKTO STRANGERS

If your child knows not to talk to anyone they don’t know in real

life, the risks of using Kik are drastically lowered. Alternatively, if

any stranger happens to send your child a message, teach them
to ignore it.

COMMUNICATION IS KEY

If your child sees hing disturbing, por deviant or
otherwise troubling, they may be left confused and in need of
somebody to explain it to them. As such, tell your child that you
are always there to help them if they need it, and if they start
acting differently to normal, calmly ask them why.

Kq

https://www.bbc.co.uk/news/uk-45568276

National
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KIK’‘BOTS’

Users can add ‘bots’ to their friends list and communicate with
them on the app. ‘Bots’ are automated software programs built
into the app that mimic conversation - developers, brands and Kik
can create ‘bots’ to communicate with any Kik user who has opted
to start a conversation with them. Kik has been associated with
‘pornbots’ and ‘spambots; which try to lure users into clicking on
links or porn by using and often p

messages.

VIDEO CHAT

Your child can take part in a live video chat with their friends in a
one-to-one chat, or with up to six friends at a time in a private
group chat. There is the danger that conversations can be
recorded and shared without their knowledge, and with live video
conversations, your child is at risk of seeing or hearing content
that is inappropriate, sexual or violent.

PERSONAL OR
COMPROMISING USERNAMES
As Kik works with usernames and not phone numbers, some
people may search for clues as to who someone is in real life,
based on their name. For example, if your child uses their real
name or hing similar, could p find out
their identity and even start looking for them on other social

J

media platforms.

> &

AVOIDING UNEXPECTED IMAGES

Kik censors images from strangers to limit lewd content being
shared by surprise. The app will blur all photos in messages when
users who have never interacted before contact each other for the
first time. Users can only share unblurred images after they have

both approved each other.

USING AVALID EMAIL

According to Kik, it is really important for users to provide a valid
and accessible email address when registering their account. This
will help to make sure your child is able to receive important
emails from the service, such as a link to reset their password,
when they need them.

MUTING ORLEAVING A CHAT

If someone has said something inagpropriate to your child
through Video Chat, they can mute the user or leave the Video
Chat. Tap on the person’s Video Chat bubble and a mute icon will
appear. When a child mutes themselves, their microphone will be
disabled and nobody else in the chat will be able to hear them.

I new Message

20
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virtual coins and

LiveMe is a streaming video app that lets you watch live streams
and broadcast your own live videos to anyone interested. The
service, which claims to have amassed more than 60 million global
users and streams around 300,000 hours of footage a day, is aimed
at giving creators a‘platform to reach a wide audience and share
their talents and passions directly with their fans: Users can buy
ifts and send these to broadcasters who create

content’they love; which can be redeemed for real money.

o ¥ Wha parenfs need fo know

LiveMe

)

Q@ [sexy
- ‘@%uﬁfm

LIVE

ONLINE PREDATORS

Law enforcement agencies have warned that LiveMe is
placing children at risk from online Predators. A sheriffin
Texas even issued a warning that‘paedophiles have a
virtual ?ren indow to your child’s bed . Live chat can
be used by groomers to target young people who may be
manipulated into sending sexual images and videos.
LiveMe also has a chat feature, which allows users to speak
to each other in private. In 2018, a 65-year-old in the UK
was jailed for posing as a teenage boy to groom young girls
on LiveMe, and offered virtual currency in exchange for

INLI;\PPROPRIATE & ADULT CONTENT

ive streaming apps can potentially expose youn
people to graphic and ineaé)propriate content. Live.Me
says it is ‘explicitly intended to be used by individuals 17
ears of age or older, and those under 18 should have
their parents’ permission to download and use the app)
but there are no age verification checks. As soon as you
pnen the app or website’s homepage, you are greeted
with scantily clad adult broadcaster::os":‘g suggestively
with captions, such as‘Join me in bed; and' some people
even have inappropriate usernames. There is ever
chance your child will watch content that is not suitable
for them or be encouraged to share similar content
themselves.

BROADCASTINGTO STRANGERS

Itis important for children to understand the risks of
broadcasting live. Live-streaming services have limited
privacy controls, so hard to know who is watching, and is
difficult to prevent people accessing the stream. Explain to
your child that it is possible for any video to be recorded and
shared without the permission or knowledge of the person
who made the video.

MONITORWHAT YOURCHILD IS
WATCHING OR BROADCASTING

The only way to know what your child is watching or
broadcasting on LiveMe is by regularly monitoring their
usage. Chat to your child about what they like about LiveMe
and what videos they enjoy watching. Ask them why they
want to broadcast live and who they hope will see their videos

- understanding their intention could guide you to suggest
more appropriate services.

DON'T SHARE PERSONAL
INFORMATION

Remind your child that they should never share personal
information with people online, including their last name,
home address, school name, or telephone number. If someone
asks them for personal information, it does not mean they
have to tell them anything.

SOURCES: https://www.liveme.com,

( N\
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= ENCOURAGES CHILDREN
— TO SEEK FAME
LiveMe describes itself as for new stars and famous

celebrities, and suggests that ‘influencers’ can make up to
$20,000 to $30,000 (£14,000 to £21,000) in a week through

broadcasting live about all types of things, from fashion,
music and gaming to art and beauty. Those who use the site

seek to gain ‘likes’ and ‘electronic gifts’ from others, as the
more they receive, the higher their status within that online

community. Glorification of fame for fame’s sake can be a
concern for parents.

SPENDING MONEY ON VIRTUAL GIFTS

Coins are the Live.Me currency. Viewers and broadcasters
can buy coins and use them to purchase gifts or do coin
drops to interact with one another. When viewers send gifts,
they immediately earn the same number of diamonds. Once
someone has made a certain level of diamonds, they can
cash them out for real money or convert them back into
coins. There is always the danger of children spending too
much on in-app purchases without you knowing.

REPORT INAPPROPRIATE BEHAVIOUR

If someone has been acting inappropriately, you are
encouraged to ask for help by emailing LiveMe@cmcm.com
with the subject line’ATTENTION: INAPPROPRIATE
BEHAVIOUR' and send evidence, including a screenshot of
their profile. You can also directly report inappropriate,
offensive, and harmful content from inside the app using
the Report option. However, it is worth remembering that it
is not wise to screenshot and save inappropriate material.

BLOCKING PEOPLE

Explain to your child that if they notice inappropriate
behaviour, bullying, or any other rule-breaking conduct on
LiveMe, they can block a user from chatting on th
broadcast and profile by tapping on their name, navig,
to the profile page, and then choosing ‘block’.

RESTRICT IN-APP PURCHASES

Stop your children from making in-app purchases by
changing the app and device settings. For example, you can
change the settings so a password is required to proceed
with a transaction. Advise your child not to buy anything
online without talking to you first.

—
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public comments to their connections. Some people can use
the anonymity of the internet to be abusive towards others
or threaten, tease, upset or humiliate someone else. If your

hurtful comments on their video. Bullying videos can also be

address was even shared on Twitter as a target for burglars.

Many of the broadcasts by teens come from their bedrooms,

could unwittingly share their location and other identifying

reported that a covert method of extracting the locations of

CYBERBULLYING

Users of LiveMe can send private messages, videos and

child broadcasts live, there is a very high risk of receiving

posted on live-streaming sites, which can leave children
feeling worried or helpless. One British teen told The Sun
newspaper that she had been mercilessly bullied and that
trolls on the app told her to "go kill yourself', and her

PRIVACY & SECURITY CONCERNS

often sharing peeks at sleepovers, hangouts and parties.
Anyone can watch live broadcasts at the LiveMe website
without even registering or logging into the service
(although you can't interact with the user). By sharing too
much information about their home life, your teenagers

features with others. Last year, The Sunday Times also

users had been widely shared on the internet, exposing
children’s addresses to predators. J

Parents

O Live
Beautiful

e - )\!7

OCATION SHARING

ve video can give away clues to your child’s

ation. Predators will search videos to identify
formation in the background that gives details about your
ild, such as street names or school uniforms. Explain to your

c
child that they need to think carefully about where and when

they broadcast live.

THINK BEFORE YOU BROADCAST

As with anything that is poste hared with other people
and online, remember that once itis up, itis hard to take back.

Once videos are shared online, they become public. Videos

can attract the attention of sex offenders or someone ma

threaten to share videos with others unless the child sends
money or more videos.

ESPECTFUL OF OTHERS

Remind your child to always consider what they are about to
comment on and to think about whether they would do that
in the ‘real world’ or may regret poshn? ata later date.
Encourage your child to think about the [anguage they use
online and to think carefully before commenting on content
posted by someone else.

DISCUSS SEXTING

Although it is an awkward subject, it is important to explain
to children that creating or sharing ex mages of a child
isillegal. A young person is breaking the law if they take an
ideo of themselves or share a video of a child, even

t's shared between children of the same age.

7893456.html
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httpsz//www.chroniclelive.co.uk/news/north-east-news/police-warn-liveme-app-after-14892432

National

THE LEIGH
ACADEMY

A whole school community approach to online safety

Online www.nationalonlinesafety.com
Safety

Iy - .
'0om/2018/09/26/sheriff-children-targeted-through-live-stream-app/

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061



4y

It’simportant to note that new challenges are arising on the internet all the time. We have created to this guide to raise awareness of the issue and offer
advice on helping parents to talk to their children about making safer decisions online. See also our‘7 conversation starters’ guide for more tips on better

Lihd
CHILDREN'’S VIDEOS
BEING'HIJACKED’

There have been recent reports that some
seemingln innocent videos on YouTube and
YouTube Kids (such as’sur?rise eggs;
unboxing videos and Minecraft videos) have
been edited by unknown sources to include
violence provoking and/or other

inaﬁpropriate content. Even though
YouTube monitor and remove videos that
include inappropriate content, clips can be
uploaded and viewed thousands of times
before they get reported and removed. As a
parent, it’s difficult to spot these videos as
the harmful content doesn’t appear until
partway through the video.

Online
Safety

National

communication with your child.

Momo is a sinister‘challenge’that has been around for some time. It has recently resurfaced and
once again has come to the attention of schools and children across the country. Dubbed the
‘suicide killer game; Momo has been heavily linked with apps such as Facebook, WhatsApp,

YouTube, and most recently (and most worryingly)... YouTu
reportedly sends graphic violent images, and asks users to partak

':«t"
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DISTRESSING FOR
CHILDREN

Popular YouTubers and other accounts have
been uploading reaction videos, showing
their experience of the MOMO challenge.

Some of the videos include a disclosure
message warning that the content may be
“inappropriate or offensive to some
audiences” and that “viewer discretion is

advised” but these videos are still easil
accessed by clicking ‘l understand and wish
to proceed’ The image of the’‘Momo’
character can be deeply distressing to
children and young people and it’s
important to note that it may slip through
parental settings and filters.

Just like any urban legend or horror story, the concept
can be quite frightening and distressing for young
people. Whilst this may seem obvious, it’s important
for you to reiterate to your child that Momo is not a
real person and cannot directly harm them! Also, tell
your child to not go openly searching for this content
online as it may only cause more distress.

BE PRESENT

It’s important for you, as a parent or carer, to be
present while your children are online. This will give
you a greater understanding of what they are doing

on their devices, as well as providing you with the
opportunity to discuss, support and stop certain
activities that your child may be involved in. As the
nature of each task become progressively worse it’s
also important to recognise any changes in your
child’s behaviour.

TALKREGULARLY WITH
YOURCHILD

As well as monitoring your child’s activity, it's
important for you discuss it with them too. Not only
will this give you an understanding of their online
actions, but those honest and frequent conversations
will encourage your child to feel confident to discuss
issues and concerns they may have related to the
online world.

r 2
TELLTHEMIT’S NOT REAL

DEVICE SETTING
PARENTAL CONTROLS

Ensure that you set up parental controls for your
devices at home. This will help to restrict the types of
content that your child can view, as well as help you to
monitor their activity. In addition to this, it’s vital that
you are aware of your device and account settings to
ensure your child’s utmost safety. For example, on
YouTube you can turn off ‘suggested auto-play’ on
videos to stop your child from viewing content that
they have not directly selected.

PEER PRESSURE

Trends and viral challenges can be tempting for
children to take part in; no matter how dangerous or
scary they seem. Make sure you talk to your child
about how they shouldn’t succomb to peer pressure
and do anything they are not comfortable with, online
or offline. If they are unsure, encourage them to talk to
you or another trusted adult.

REAL ORHOAX?

As a parent it is natural to feel worried about certain
things you see online that may be harmful to your
child. However, not everthing you see online is true.
Check the validity of the source and be mindful of
what you share as it may only cause more worry.

\. J

Kids.The scary doll-like figure |
dangerous challenges like |
waking up atrandom hours and has even been associated with self-harm. It has been reported
that the’Momo’ figure was originally created as a sculpture and featured in an art gallery in
Tokyo and unrelated to the’‘Momo’ challenge we are hearing about in the media.

ein

users are shown ‘suggested videos

\ J
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SUGGESTED VIDEOS
ONYOUTUBE

Video apps such as YouTube include an‘up
next’ feature which automatically starts
laying another video based on the video

Just watched. Due to YouTube’s algorithm,

that they
may be interested in. The thumbnails used
on suc?gested videos are purposefully
created in a way to encourage viewers to
click them. Durinﬁ our research, we found
that when watching one Momo related
video, we were shown countless other
Momo themed videos and other scar
content which would be age-inappropriate
for children under 18.

REPORT &BLOCK

You can’t always rely on parental controls to block
distressing or harmful material. People find ways
around a platform’s algorithm in order to share
and promote this type of material. Due to this, we
advise that you flag and report any material you
deem to be inappropriate or harmful as soon as
you come across it. You should also block the
account/content to prevent your child from
viewing it. Also encourage your child to
record/screenshot any content they feel could be
malicious to provide evidence in order to escalate
the issue to the appropriate channels.

FURTHER SUPPORT

Speak to the safeguarding lead within your child’s
school should you have any concerns regarding
your child’s online activity or malicious content

that could affect them.

If your child sees something distressing, it is
important that they know where to go to seek help
and who their trusted adults are. They could also
contact Childline where a trained counsellor will

listen to anything that’s worrying them.
The Childline phone number is
08001111.

SOURCES:

https://www.mirror.co.uk/news/world-news/sick-videos-youtube-youtube-kids-14052196

http://www.bbfc.co.uk
https://www.bbc.co.uk/news/uk-northern-ireland-47359623
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Reddit is a rather unique site that blends the idea of a social

network with news, discussion forums and various other media.

The site is broken down into a huge number of categories
covering every topic imaginable. Each category is treated as a
community and users can submit content for others to see and
comment on. This can take the form of links to existing online
content or user-generated text and image-based submissions.
Submitted content can not only becommented on by others,
but also rated using the upvote/downvote system.

S
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SUB-REDDITS
Each community (known as a sub-reddit) has its own set
of moderators and its own set of rules, opening up the
opportunity for your child to see inappropriate content
or something they may find upsetting. Almost every
subreddit is user-run, with practically no involvement
from reddit employees. Anyone can submit contentto a
sub-reddit and it’s not filtered.

REDDIT GOLD AND GIFTS
Reddit Gold is a premium membership
scheme that gives ‘extra features to improve the reddit
experience, such as no adverts, custom themes and
avatars, and the ability to create Reddit‘secret societies.
Payment costs $3.99 a month (around £3), or $29.99 a
year (£23). Users can reward each other for content they
post by giving Reddit Gold, a process dubbed ‘gilding.
Reddit Gifts is a giant online gift exchange for sending a
gift to a randomly assigned user. Reddit recommends
that you spend around $20 on a gift, so there is a concern
that your child could rack up expenses if unmonitored.

(®)
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ADULT AND NSFW CONTENT
While there are moderators in place for sub-reddits, they are
not necessarily going to ensure that the sort of content you
wouldn't want your child to see is banned. Reddit is
concerned with free speech and light-touch moderation, so
even the most open-minded of people may find deeply
offensive content. Reddit generally provides a lot of leeway in

Vs
CONTENT BIAS

AND FAKE NEWS
Subreddits are particularly prone to bias - to the extent
that some of them could be seen as propaganda. Reddit
has been mentioned as one of the platforms used to

p Russian prop da, for le. Other news
stories can be completely false and not based on any

the type of content which is accep Some b
choose vulgar while some have
controversial or rude titles. Some content or communities are
marked with‘NSFW’ (Not Safe For Work) which means they
may contain nudity, pornography, or profanity; it is easy for
users to claim to be aged 18 and over to view this content.

REDDIT LINGO
Children and teenagers often manage to mask what they are
talking about by wrapping it up in |; their p do

not understand. While Reddit is certainly not used just by
children and teenagers, like any online community there are
words, phrases and abbreviations that may seem impenetra-
ble to start with, such as TL;DR: Too Long; Didn't Read and ITT:
In this thread.

AN

idence atall - known as fake news - these are written
and posted online deliberately to create an impact. Both
are nearly impossible to avoid.

TROLLS AND STRANGERS
Globally, millions of people of all ages use the Reddit
platform to discuss any topic imaginable from just about
every possible viewpoint. Although people can find users
who have similar interests, some will choose to abuse the
platform. Talking with strangers can lead to trolling and
abuse, or your child encountering unsavoury subjects.
Reddit users can also send each other private messages, so
there is a danger of your child receiving inappropriate or
unwanted communication.

National
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TURN SAFE BROWSING MODE ON
AND ADULT CONTENT OFF

Some sub-reddits are marked as‘adult-only’ and in order to
access them users must be (or at least say they are) 18 or over.
Within your child's user profile, it is possible to indicate that
they are not 18 and this will block access to some sub-reddits,
but certainly not everything you might consider to be

ble. Firstly, to p! them from unsuitable content,

check that they have used their correct age when signing up.

Secondly, turn off ‘adult content’ which will disable adult and
NSFW (not safe for work) content from showing in the feed

( Y
To a certain extent it can be useful to learn to ‘
just walk away from conversations that take a
turn for the worse, but this is not always

_—

REPORTING CONTENT

possible. Learn how to use the blocking

feature and teach your child how to use it if

someone becomes a problem. Beneath all

content and comments that have been

submitted by other users, there is an option to

report it. Advise your child to report any form

of abuse or harassment that they encounter on the
platform. It is a good way to alert moderators to the user
and hopefully, action will be taken against them.

SPOT FAKE NEWS

Encourage your child to read around topics and not to take
something at face value. Just because something is said by

Y

LEARN THE LINGO

Itis impossible to provide a guide to all the vocabulary and
language used on Reddit - it is hing that is c ly
evolving. There are some words and abbreviations that have
become common Internet parlance (such as NSFW). If you
want to check anything which your child has accessed (which
can be seen in the ‘Recently viewed links’ panel on the front
page of the site), be prepared to do a little searching if you
encounter things you are unable to make sense of. There’s
probably a sub-reddit all about acronyms!

BLOCKING STRANGERS

Short of blocking access to Reddit completely, or blocking
individual sub-reddits, it's difficult to police your child's use
of the site without physically monitoring what they are
doing. It is important to let your child know that there are
unpleasant people out there and they need to take care

~y andsearch results. If you are happy to leave ‘adult content’ someone on Reddit, in no way does this mean that it is true. about sharing personal information. Should someone start
turned on, we highly recommend turning on‘safe browsing R ber that the links people post and the comments to be a harassment, you can control who can send you
mode;’ this blurs thumbnails and media preview for anything they leave will cover the full range of political views, private messages and add users to a blocked list by simply
labelled NSFW (not safe for work). intelligence levels and opinions. clicking on the ‘Block User’ button.
o N Al ~
[
+ %
SOURCES: https://www.reddit.com/r/announcements/comments/827zqc/in_response_to_recent_reports_about_the_integrity/, https://www.reddit.com, https://www.reddit.com/gold/about y "?
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EXPOSING YOUR CHILD’S
EXACT LOCATION

The ‘Snap Map’ lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device. There is a warning on the Snapchat
bsite about uploading images and videos to ‘Our
Story. stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you ch !”When uploading to
‘Our Story, your child’s image or video could appear
in “Search results and Stories on or off Snapchat -
today or in the future.”

LENS EXPLORER

The‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and others to use. Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+.” The ‘Lens Explorer’ in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create a lens for Snapchat, which gives
opportunities for age-inappropriate content to
be uploaded.

THE RISKS OF SEXTING

It can be slightly awkward talking about this topic with your
child, but if it helps them protect themselves, it is worth it.
Talk to them about the consequences of sexting and make

sure that they’re aware of the risks. Ensure your child knows
that‘Snaps’ can be screenshotted. Teach them that if they

post anything potentially embarrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the mess?ge,himage or video can be shared
urther.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the lens
they want to report. An info button will appear above the
lens. Click this, followed by the flag icon. This will send a
report to Snapchat for further investigation. Reports can also
be made on the Snapchat support website:
support.snapchat.com.

National
Online
Safety

Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app

Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES
While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which
has been sent to them. Users may sometimes forget
that screenshotting is possible and send a
compromising image or message to somebody who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust. Simply by pressing and holding a
message, the user is able to save a message they
have received, which can be screenshotted or used
against them at a later date.

SNAPSTREAKS & ADDICTION

‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both
themselves and their friendships.

USE ‘GHOST MODE’

We highly recommend enabling ‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the ‘Snap Map. To enable this, go onto the Snap Map and

tap the cog in the top-right corner. Here, change the setting
to‘Ghost Mode.

HOW TO DELETE A MESSAGE
Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’

‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.
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SEXTING

Due to‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
images or ‘selfies.” Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. It is illegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18. This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, if a
young person is found creating or sharing
images, the police can choose to record thata
crime has been committed, but taking formal
action isn’t in the public interest.

SNAP ORIGINALS

Through ‘Snap Originals) users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the 'snap originals' shows. This
is another feature to encourage addiction.

RESTRICT STORY VIEWS

Your child can add videos and images to their ‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are ‘My Friends, ‘Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends.
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What parens need fo know about

‘Apps’ are designed to run on certain devices and are written for a
specific operating system, such as Apple iOS, Windows, or Android.
The official store for the Apple iOS operating system is known as the
‘App Store’and it's where you can browse and download more than
2 million apps and games to use on the iPad, iPhone, iPod Touch and
other Apple devices. When your children are using the app store,
you need to be aware of therrisks...

7 TheApp Store & 4

f IS YOUR CHILD 13+? R
To download and buy apps from the App Store, your child
will need an Apple ID. If they have used other Apple services,
such asiCloud, they can sign into the App Store with the
same Apple ID. If they are aged 13 and under, they cannot
sign up foran Apple ID on their own, but an adult can create
an Apple ID for a child.

IN-APP PURCHASES
Apps are either free, paid-for or free with in-app purchases.
In-app purchases are optional transactions that can unlock
extra functionality, virtual goods or unique content. Unless
you change the settings, once your child has entered a
password to make an in-app purchase, they can make
ithout

LOOKALIKE APPS

Some developers release apps that
copy the functionality, user interface
and even product names and
branding of popular apps, in an

pt to trick pecting users to
| install them. By downloading an app
from an unknown developer, your
child could find their device
compromised. Experts warn that
through app permissions, hackers can
potentially take photos using the
camera and access media remotely,
track your child’s location, record any

World of Cubes
Survival Craft

a B

INAPPROPRIATE APPS
Some apps and games have content that is unsuitable for
younger children - even the most popular or innocuous
looking apps may fe dult-th dc violence or
cruelty to other people or animals, unmoderated chat,
pornographic or sexual content.

THIRD-PARTY APP STORES
Because the official Apple App Store has a very stringent
policy about what apps it approves, children may look
elsewhere for apps and games they’ve heard about from
friends. As well as the Apple App Store for iOS, there are
hundreds of other third-party app stores, but the dangeris
they may not apply the same level of scrutiny toward the

additional purchases for 15 minutes with inga passwords they enter for other thev allovi to ba listad: Theres a hiaher chancé of
password. This makes it extremely easy for children to accounts, and send text messages t;g{’;,f;ty :e\;.":es%vithlmaliéious (;Seslgr P:" us'e‘:-::gv:‘c,yp:t
L accidentally run up huge bills. y from phones. JU risk by extracting sensitive information. y
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CREATE YOUR CHILD’S ACCOUNT
You can create an Apple ID for a child under 13 and add
them to your family group to keep an eye on their activity.
Go to Settings > [your name] > Family Sharing > Add Family
Member > Create a Child Account > Next. Enter your child's
birthday and tap Next. Review the Parent Privacy Disclosure
and tap Agree. With Family Sharing, you can add up to six
family members to share App Store purchases, as well as
iTunes and Apple Books.

SWITCH ON ‘ASKTO BUY’

Ifyou have a child that is over 13 years of age and has their
own Apple account, make sure that you only allow them to
make purchases with gift cards. You can also activate the
‘Ask to Buy'feature if you are using Family Sharing, so that

t afamily ber whoisn'tan adultinitiatesa
new purchase, arequest goes to the account organiser. You
can also limit what content your child can access on the

RESTRICT IN-APP PURCHASES
You can restrict your child’s ability to make in-app purchases.
On aniOS device, open Settings, tap General and then
Restrictions. Tap‘Enable Restrictions. You can put a limitation
that requires a password every time there is a purchase made
in the App Store or iTunes Store.

BROWSE APPS BY AGE
To find apps and games that are right for your children,
check the age ratings. On an iPhone or iPod Touch, this can
be found in the information section on an app’s product
page, and on an iPad or desktop, the age range is near the
Buy button. On the Kids page, you can find apps for age
ranges, including 5 and under, 6 to 8,and9to 11.

AVOID OTHER APP STORES

Putarule in place that your child can only use the official App
Store to download apps and games. Explain why itis wise to

HOW TO KNOW AN APP IS
SAFETO INSTALL

Advise your child that just because they’re downloading an
app from an official store, it doesn’t make it safe. Fake or
copycatapps will often include misspelt words and poor

grammar, so always read the app description, and double
check the developer name and title for warning signs. Be wary
of apps that come with a long list of permission requests.
Check the app’s reviews and ratings - one star, one-line reviews
complaining that an app didn’t work on a certain device, or
that there was a billing issue, is not a good indication.

SPOT FAKE REVIEWS
When checking the customer reviews within the app store,
make sure they aren’t vague and generic, or overly effusive, as
some developers will try to manipulate their apps’ positions by
posting fake ratings and reviews. Check the number of
downloads the app claims to have - the higher the number, the

I
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devices they use. only install applications from a trusted source to ensure their more likelyitis to be safe. Your child can also check ona
) device is not affected by security issues or virus attacks. company’s website to see if the app is available on there.
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TikTok is a global video community where users create,
share and discover ‘funny and memorable moments’via
short video clips - typically about 15 seconds long. Videos
can be ‘spiced up’ with special effect filters, stickers, music
and sound clips. Currently one of the world’s most popular
apps, TikTok was formerly known as Musical.ly, before it
was rebranded by the Chinese company that acquired itin

November 2017. If your child had previously had a
Musical.ly account, all of their videos and personal

settings will have automatically been moved to TikTok.

BEING INFLUENCED
More than one third of children aged 6-17 ider ‘social
media stars’ to be among their top role models. There are
millions of creators on TikTok, showcasing their ‘talents,

and ledge from sii to dancing to stunts
and dy skits, which ive th ds of likes and
from d the world, q ing people into

‘stars’ There is the danger that children may develop
unrealistic expectations of how they should look and behave
on the app in order to become the next star.They may have

What parens need fo know abou

TikTok

D

CONCERNING CONTENT
Some of the outfits and dance moves in videos can be overtly
sexual and provocative. There have also been reports of some
users sharing concerning content, such as videos that promote
anorexia, porn, self-harm and violence.

DANGEROUS TRENDS &
CHALLENGES

On TikTok, there are always ‘trending challenges’and
LER that users can copy or build upon, and sometimes,

gs of inad y and low self-est orb
by certain opinions.

INAPPROPRIATE SONG LYRICS

ikTok lets users lip-sync to their favourite songs and produce
their own music videos. Some of the music choices contain
swear words or sexual themes. So not only can children be
dtop iate content but they can
“broadcast th I these lyrics.

Y
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these challenges can pose risks to young people.

STRANGERS CAN FOLLOW
YOUR CHILDREN

If your child’s profile is open, strangers can use the app to
comment on your child’s videos. While this isn’t always

i it gives p ial the ability to conta

your child through the platform.
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IN-APP PURCHASES
Of course, as with many apps, there’s a paid element to
TikTok. Users can buy virtual coins to be exchanged for
virtual gifts - for example, if they like a specific video, your
child can use coins to purchase emojis to show approval.
These can be expensive and easily purchased - there is the
option to buy 10,000 coins for £97.99 with a one-click buy
button.

ANYONE CAN SEE YOUR
CHILD’S CREATIONS

TikTok encourages users to ‘share their passion and creative
expression through their videos’ and while something may
seem fun at the time, videos can get in the wrong hands and
cause embarrassment in the future. If posted publicly,
anyone in the world can see your child’s homemade music
video and potentially cause bullying within personal

friendship groups or even online.

TALK ABOUT THE PITFALLS OF
OVERSHARING

Encourage your kids to always think before they do, say, like
or post anything online, explaining that their ‘digital
footprint’ can shape their online reputation and the way
that other people see them. Something they may find funny
and entertaining now may impact them in the future. Talk
about how to deal with peer pressure and how doing
something they think will impress others could affect them.

HANDLING CRITICISM

While it’s fantastic to see your child being creative and
expressive and bonding with people with similar interests,
they need to be aware that not everyone will be supportive
online. Comments can be negative or even cruel. Make sure

they know how to comment respectfully and handle
negative feedback. In the app’s Privacy and Safety

SIGNING UP WITH THE
CORRECT AGE

When signing up to TikTok, you are prompted to input your
birth date. If your child inputs their age as ‘under 13] the app
will not allow them to sign up and will be locked for 24 hours.

The app is intended for users aged 13+, so explain that the

rating is there for a reason; to keep them protected from

online dangers. It is actually possible to watch TikTok videos
without even creating an account, so it’s important to check if
your underage child has downloaded the app to their devices.

USE THE ‘DIGITAL
WELLBEING' SETTING
If you're concerned about the amount of time your child is
spending on TikTok, in the app’s setting, you can switch
on a feature called Digital Wellbeing. This includes ‘Screen

your child can decide who can react to their videos, who can
comment, and who can send them private chat messages.
We suggest using these so only their friends can
interact with their posts.

t’ to limit the of time your child spends
on the app.

SET THE ACCOUNT TO PRIVATE

This means that only people who you and your child approve
of can see their creations. To make an account private, tap the
three dots at the top right of the screen to access settings.
Click ‘Privacy and Safety" Scroll down until you find ‘Private

T !

Account’ and turn this setting on.

REPORT INAPPROPRIATE CONTENﬂ

If you or your child see something on TikTok that appears to be
inappropriate, they can report content in different ways within
the app. They can report an account, video, comment or chat
conversation by simply tapping ‘Report’ In the app’s ‘Digital
Wellbeing’ feature, there is also an ‘Enhanced Restricted Mode]
which limits the appearance of videos that may not be
appropriate for all audiences.

AVOID IDENTIFIABLE OBJECTS.

To ensure that there’s no way of anyone tracking your child’s

location or identity, make it clear to them that they should
never film a video in their school uniform or near a landmark
that gives away where they live.

DISCUSS IN-APP PURCHASES

To lower the risk of your child making accidental in-app
purchases, teach them exactly what in-app purchases are and
the risks of making them without permission. Tell them that
they are not essential to enjoy the app and that if they want to
make a purchase, they should always ask you beforehand. In
the app’s ‘Digital Wellbeing’ feature, there is the option to

disable the function of purchasing coins and sending gifts.

SOURCES: :mediapost.com/publications/article/319720/social-media-stars-influence-kids-but-parents-sti.html, commonsensemedia.org/blog/parents-ultimate-guide-to-musically#,
metro.co.uk/2017/03/17/musical-ly-everything-you-need-to-know-about-the-app-your-children-areobsessed-with-6516068/, youtube.com/watch?v=aNO6s4FCdUs,
youtube.com/watch?v=YVGZ1ZQ4JgM, staticmuscdn.com/website/pdf/creatorPlaybook.pdf, youtube.com/watch?v=8TaiQQCNtaM, support.musical.ly/knowledge-base/community-guidelines
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Twitchisag

ing-focussed live

gaming action.

ing service, owned by Amazon,
where you can watch others play games live and listen to commentary as
they play. It has 15 million daily active users and more than three million
people live broadcast video game streams and other content on Twitch,
with channels dedicated to just about every popular video game
imaginable - both modern and retro. There are also shows that feature
gaming competitions, professional tournaments, game-related chat and
news. Plus, numerous non-gaming channels covering everything from
cookery and music to art and travel. But Twitch is not just about
watching other people's shows - anyone can broadcast their own

J
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THERISK- IT’S LIVE & UNCENSORED

As gamers get engrossed in their games, it is very
common to hear rather choice words, so the chance of
your child encountering swear words and bad language
is extremely high. There is not only the language of the
person running the stream that you need to consider, but
also the language of other Twitch users in the text-based
chat that accompanies streams.

What, parenfs can do

There's not much you can do to reduce exposure to bad
language on Twitch, but if there are any troublesome
itis possible to block them. It is a good idea to
spend a little time with your child as they explore
different channels on the platform, as this will give you
an idea of the sort of content they are being exposed to.
As Twitch does not offer any parental control options,
this is the best way to police what your child is doing. If
your child is overwhelmed or disturbed by comments
that are being posted in the stream chat, it'is possible to
hide it from view by clicking the little arrow to the right
of the Subscribe button.

7
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THE RISK - UNWANTED CONTACT
FROM OTHER USERS

Just like any website or platform with a social element to
it, there is the risk that your child will not only come into
contact with the sort of people you might rather they
didn't, but also that they could be harassed, groomed or
bullied online.

What parenfs can do

Within Twitch settings, in the Security and Privacy
section, it is possible to block messages - known as
‘whispers’ - from strangers. It’s worth noting that this
option only blocks messages by those who are not ‘your
friend, someone you follow, someone you subscribe to,
one of your mods, or one of your editors Taking things
further, it is possible to completel{ block users who
become problematic. Show your child how to make use

|nF on a user's name and in the little
pop-up that aEI:ears, click the icon that looks like a little
speech bubble to block them. If your child wishes to
report the user to Twitch, click the three dots button
beneath the block option and click Report.
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Like so many websites, Twitch does not allow children
under the age of 13 to create an account, but in practice,
there's nothing to stop anyone signing up by simply
entering a false date of birth. In addition to swearing,
commentary provided by other Twitch users may well
contain adult content, and the games themselves can be
rather violent. Bear in mind that many of the games on the
market these days have an age rating of 18, and this is
indicative of the bad Ianl?uage, sexual content and violence
that they may contain.

What parenfs can do

There is nothing that can be done to prevent your child
from accessing whatever channel they want - short of
using your router settings or parental control software to
block access to the site completely. One of the problems
with Twitch is that while there is plenty of child-friendly
content out there, it is not at all easy to quickly identify
what might not be suitable. Spend some time working with
your child to help identify channels that will be appropriate
for them. While it may be hard to ensure they stick to these
channels, it is useful for them to know that there is content
available that is not overtly adult in nature.

N ve v =~
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THE RISK -WEBCAM SHARING

As well as seeing streaming footage of games, Twitch also
lets users share their webcam, so people can see them.

) This gives yet another way for people to share
inappropriate content, and it also gives another way for
streamers to subject your child to advertising, sponsored
content and product placement.

What, parenis can do
Getting involved in your child's use of Twitch is the best
way to keeg an eye on the sort of content they are
consuming and intervene if anythin inappro?‘riate crops
uﬁ. As part of your conversations with your child about
what is appropriate to share online, try to educate them
about careful use of their own webcam if they choose to
stream their own gaming. As well as ensuring they are not
enc ged into doing ing inappropriate on camera,
itisalso important to check that anYt ing that can be used
to identify them is not included in shot.

THERISK-POTENTIAL COSTS

By default, Twitch is ad-supported, but there is a monthly
subscription option - called Twitch Turbo - that offers an
ad-free experience. On top of this, it is possible to subscribe

idual channels, and each one is chargeable
idually. There’s also Twitch Prime, a premium
experience included with the Amazon Prime and Prime
Video subscription memberships, which offers bonus games
and exclusive in-game content and Twitch Merch - an online
store offering merchandise, such as T-shirts and hoodies.
Twitch Bits is a virtual currency that gives your child the
power to encourage and show support for streamers -
through ‘cheers’ - and get attention in chat through
animated emoticons. Bits cost real money and there’s one
option to buy 25,000 Bits for £288. It's easy to see how costs
could very quickly mount up the more involved your child
gets into Twitch.

What parents ::cm do

Take steps to restrict access to your credit/debit card, as well
as your PayPal account, to avoid %etting hit by a large bill. If
you are able to access your child's Twitch account, itis
possible to check their purchase history, so you can see if
they are spendin? too much money on subscrigtions or
donations. Exﬁ ain to your child that subscribing to
channels and purchasing Bits for cheers is optional, and that
they can watch and enjoy a stream without doing either.

>
THERISK - TWITCH EMOTES @

Twitch’s interactive chat feature is littered with emoticons
or ‘emotes; which for first time users will be completely
bewildering. They typically feature faces of notable
streamers, Twitch employees or fictional characters, such
as a grey-scale graph of agame d per known
as Kappa, which is often used in Twitch chat as a symbol
of sarcasm or mockery. Your child may be upset or
sensitive if thex are the target of negative emotes while
chatting with other gamers, or they may find some
emoticons offensive.

What parenfs can do

Chat to your child about how they use Twitch and show
an interest in understanding how it works. There are lots
of online guides to Twitch emotes if you really want to get
clued up on what your child is talking about in chats.
Twitch’s terms of service dictate that emotes must not be
used for harassment - defined by ‘targeted insults,
defamation, intimidation, and threats of any nature' If
your child finds an emoticon that violates guidelines,
they can report it via the ‘User Report’ tool. Channel
owners can also add specific emotes to their ‘Channel
Banned Words' list.

SOURCES:
https://www.twitch.tv/
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Twitter is a social networking site where users can

popular with
interact with

post‘tweets’ or short messages, photos and
videos publicly. canalso share‘tweets’
written by others to their followers. Twitter is
ng people, as it allows them to
rities, stay up to date with news,
trends and current social relevance.

w2 Twitter

Social media is reall

i ly fun and  love sha
f“ my fave things with my friends. Ji ‘rér;g
sure to keep safe when online #on/ir 2

TWITTER TROLLS

A‘troll’is somebody who deliberately posts negative or offensive
comments online in a bid to p ke an i fora i
Trolling, can include bullying, harassment, stalking, virtual
mobbing and much more; it is very common on Twitter. The motive
may be that the ‘troll’ wishes to promote an opinion or make
people laugh, however, the pragmatics of what they post could be
much more d ing, posting hing from racial, h hobi
to sexist hate. Trolling can lead to devastating consequences for
some victims.

INAPPROPRIATE CONTENT

Twitter gives users the opportunity and freedom to post their
personal thoughts and opinions, meaning they can pretty much
gost anything they want desrite restrictions on the platform.
wearing and inappropriate language is allowed if it does not
violate the rules. IfJour child sees any inappropriate content, they
nxght feel the need to replicate it at home or amongst their peers.

ditionally, there are also a number of unofficial

N
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FAKE NEWS

The speed in which ‘tweets’ are shared on Twitter can be
unbelievably fast, meaning that fake news can often be
circulated across the platform very quickly. Fake news
articles and posts can often be harmful and upsetting to
youzg people and those associated with the fake news. In
addition to this, it’s very easy for people to quickly and
unexpectedly retweet a tweet posted by your child,
meaning there is no going back.

HIJACKED HASHTAGS

One of the most commonly used aspects of Twitter is the
hashtag (#) - these allow users to easily search for
specific trends, topics or subjects. However, due to the
astronomical number of Twitter users, many hashtags
can have ‘different’ intentions. One person may use a

profiles on the platform that can easily be found and viewed
without restrictions.

FAKE PROFILES

Fake Twitter accounts are made to impersonate a person, celebrity
or public figure. As the accounts are not endorsed by the person
they are pretending to be, they can often be used to scam or take
advantage of young people who think that they're the real deal.

\—
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y innocent h
hundreds of people could be using the same hashtag for
something inappropriate or dangerous that your child
houldn’t be d to. Thisiis ¢ with ‘trending’
tweets, as peopre know that their tweet will be seen by a

i and before you know it,

Y4

greater number of people.
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MEMES NORMALISING RACISM,
SEXISM AND HOMOPHOBIA

Twitter is a popular platform for sharing Internet memes, helping to
make concepts or ideas go viral across the Internet. However,
despite most meme’s being innocent and harmless, some often
include sexist, racist or h i Ithough they are
typically sent as a joke, this type of content is contributing to the
normalisation of topics including racism, sexism and homophobia.

PROPAGANDA, EXTREMISM &
RADICALISATION

Social media offers a stream of real-time c g
extremist activity. Twitter is one of the many platforms that
exploited by extremist groups to help promote violence, radicalise
and recruit people to support their cause. These groups cleverly
target vulnerable victims, often young people, and find a way to
manipulate them into supporting their beliefs.

EVERYONE HAS ACCESS

Twitter has over 335 million monthly active users across all age
groups. When a user signs up, tweets are public by default, meaning
anyone can view and interact with posts instantly. Your child may
change their mind about a tweet they have posted but even if they
delete it, there’s always a chance that someone can screenshot,
retweet it or post it onto another platform.

of
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CHECK ACCOUNT SETTINGS

We stron?ly advise that you thoroughly check your child’s privacy
settings. To take away some of the fear of your child’s tweets being
shared by anyone, you can always make their account protected.
This means that anyone who wants to view what yout child has
posted, it req pp b this, you can
change the settings so that they cannot receive ‘direct’ messages
from anyone on the platform and that their location is not shared.

BLOCKING & REPORTING

If a particular account is causing your child trouble on Twitter,
whether it’s cyberbullying or upsetting content, you can simp{y
block and report them. Blocking them will he‘ﬁd 0 prevent them
from viewing, messa?in% or following your child, and vice versa.
Reporting an account will alert Twitter to investigate the profile.

MUTING ACCOUNTS

The ‘mute’ feature allows your child to remove an account’s tweets
from their timeline without unfollowing or blocking them. This
means your child will stop getting notifications about a particular
conversation but can still view it in their timeline. This can be
useful if they are friends with someone but don't really like what
they share. The other user will n&t know that they have been

nned.

Tips for Parents ©

TWITTER TROLLS & THE LAW

From 2016, the CPS were able to exercise new laws that could
see tl who create “derogatory hashtags” or post
“humiliating” photoshopped images jailed. They also
announced the Taunch of a hate crime consultation, issuing a
series of public poli centred on ing crimes
against disabled people, as well as racial, religious, homophobic
and transphobic hate crime. It's important your child knows
about building a positive online reputation, as well as showing
respect for others online and offline.

SENSITIVE CONTENT

By default, if Twitter has found a tweet that ‘may contain
sensitive content; Twitter will hide the content in the news feed
and you will be shown a warning that states the content is
sensitive. You then have the option to view it or not. This gives a

chance for you to p i armful images/
before your child sees them. Unfortunately, some content may
slip through the cracks and will be shown in the news feed. So, if
you do see any sensitive content, you can report it. Twitter
should then inspect the tweet and decide whether they deem it
to be ‘sensitive’

MUTE HASHTAGS & PHRASES

Within the account settings, you have the abiliy to block certain
words, hashtags or phrases from your child’s timeline or
notifications (e.g. swear words, il)lappropviate phrases, emojis,
etc.,

9@
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TURN OFF VIDEO AUTOPLAY

‘Autoplay’ is a feature that automatically starts r‘l:yi anew
video seconds after another one ends on the platform. To avoid
your child going from wat(hinghsnmething innocent and harmless
to something much more graphic or disturbing, you can turn this
feature off in the settings and easily moderate the videos your
child watches before they see them.

CONVERSATION &
MONITORING

We always Rgomote that you have regular open conversation with
our child about their online activity, ensuring that they

understand what healthy relationships are, what respect is, and

how to be sensitive towards others’ feelinas. It’s also important to
monitor what they're doing online, including what they use the

platform for, who they are talking to, and if they are
viewing/taking part in anything that they shouldn’t be. Discuss
the dangers of the online world, such as fake news and online
bullying - why do people involve themselves in these activities
and what your child can do to prevent them.

TWITTER LISTS

Twitter lists allow your child to create other feeds besides the
main timeline that only include certain accounts - this is a great
way to based on topics i

SOURCES: Sources: https://help.twitter.com/en/using-twitter/blocking-and-unblocking-accounts | https://help.twitter.com/en/safety-and-security/twitter-location-services-for-mobile

https://help.twitter.com/en/managingyour-account/two-factor-authentication | https://help.twitter.com/en/using-twitter/advanced-twitter-muteoptions |

https://help.twitter.com/en/safety-and-security/how-to-make-twitter-private-and-public |

https://help.twitter.col
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WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp can read them.
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= What parenfs need fo know about ®

WhatsA

AGE LIMIT CHANGE
Since May 2018, the minimum age for using WhatsApp is 16
years old if you live in the European Union, including the UK.
Prior to this, the minimum age was 13, which still applies for

FAKE NEWS AND HOAXES
WhatsApp has been linked to enabling the spread of
dangerous viral rumours. In India, for example, a number of
attacks appear to have been sparked by false rumours shared

the rest of the world. WhatsApp has not yet stated whether it on WhatsApp.
will take action against anyone aged between 13 and 16 who
already hold accounts under the old terms and conditions, . THE ‘ONLY ADMIN’ FEATURE
such as closing their account or ing p: | permissi AND CYBERBULLYING
SCAM MESSAGES Cyberbullying is the act of sending tt ing or

Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties or from fraudsters
pretending to offer prizes to ‘lucky people, encouraging
recipients to click on a link to win a prize. A common scam
involves messages warning recipients that their WhatsApp
subscription has run out with the hope that people are
duped into providing their payment details. Other scam
messages include instructions to forward the in

text messages, voice messages, pictures and videos, with the
aim to hurt and humiliate the receiver. The group chat and
group video call features are great for multiple people to chat
simultaneously, but there is the potential for people to hurt
others with their comments or jokes. The ‘only admin’ feature
gives the admin of a group chat greater control over who can
send messages. Whilst this can be good for one-way
announcements, the group admin has the power to block

body from responding to an off ge in a chat,

-
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CONNECTING WITH STRANGERS )
To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded. WhatsApp can find contacts by
accessing the address book of a device and recognising which
of those contacts are using WhatsApp. If your child has shared
their mobile number with some- body they don’t know, they can
use it to get in touch via WhatsApp.

LIVE LOCATION SHARING
WhatsApp's ‘Live Location’ feature enables users to share their
current location in real time to their contacts in a chat, allowing
friends to show their movements. The feature, which can be
found by pressing the ‘attach’ button, is described by WhatsApp
as a“simple and secure way to let people know where you are.”
Location-sharing is already a common feature on other social
apps, including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people
they do not know, they will be exposing their location.

kwhich could resultin a child being upset and unable to reply.J

!etum for a reward or gift from WhatsApp or another person.)
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CREATE A SAFE PROFILE

Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone,‘My Contacts’ and ‘Nobody. We suggest selecting ‘My
Contacts’ or ‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

If your child has received spam or offensive
calls or attach from a contact,
they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay
undelivered. Blocking someone will not
remove this contact from the contact list -
they will need to be removed from the phone’s
address book. To block a contact, your child
needs to open the person’s chat stream and
tap on the settings.

lop Tips
&
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REPORT SCAM MESSAGES

Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a ge from an unk ber for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
a group as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam.

LEAVE A GROUP

If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don’t want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,
If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY

If your child needs to use the ‘Live Location’ feature to share
with you or a friend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15
minutes, one hour or eight hours. However, your child can
choose to stop sharing at any time.

NS
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DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on
the message, choose ‘Delete’ and then ‘Delete for
everyone. The app allows seven minutes to delete the
message after it has been sent, but it is important to
remember that recipients may have seen and screenshot a
message before it was deleted.

<4

SET TIME LIMITS

A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of

video chat. Although itis inevitable that your child will use
technology, you can still set boundaries. This is not easy,

especially since teens use their devices for both
schoolwork and free time, often simultaneously.

\ J
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YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice

and entertainment, YouTube now has 1.9 billion logged-in
of the content on Google-owned YouTube is uploaded by

some of their content via this platform.

What parenfs need fo know about

Tube%b

of OU

SHARING VIDEOS
As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as
Stampy or DanTDM. However, if they post something on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also a risk that they will receive hurtful or
gative ¢ garding not only their content, but also
their appearance. YouTube’s comment section is infamous for

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original contentand a

separate music st service and app.
being one of the most opinionated on the Internet.
DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS IN-APP MESSAGING

When your child is logged into their Google account and browsing

On YouTube, ‘challenge videos’ are shared quickly and can be
the YouTube website, they can share and talk about videos with

monthly users who watch a billion hours of video daily. Most

individuals, but organisations and media companies also offer

very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.

their friends using the chat bubble. This can be found at the top
right of the d p site or th gh in-app ing on their
mobile or tablet. When they tap on the‘Friends’icon, they have a
list of suggested people from their contacts - which can be any
contact they’ve had on Google or somebody who has sent them
an invite link.
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TURN ON‘RESTRICTED’ MODE

‘Restricted Mode’ is an optional setting you can use to help
screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop: Mobile:

« Go to the bottom of any « Tap the three vertical
YouTube page and switch dots at the top-right on
‘Restricted Mode’to ‘ON. the screen and press,

« To make it more difficult ‘Settings.
for this to be turned off, « Click on ‘Restricted
you will be given the mode filtering.
option to lock restricted « Press‘Restrict.
mode onto your browser.

Top Tip

BLOCKING ACCOUNTS

When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
difficult time, here’s how to block them and prevent future
comments and replies:

« Go to their channel/account by clicking on their name.

« Click on ‘About.

« Tap the dropdown box with an image of aflag on it. ;
« Press‘Block user’

« Tap ‘Submit.

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to truly know what your child may have been
watching is to regularly monitor'them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Iearning modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

Please note that you can’t‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history on a
computer, on the right hand menu under the library
section, click ‘History” On mobiles, the viewing history can
be found by clicking on the Library’ tab.

YOUTUBEKIDS - PARENT APPROVED CONTENT
On the YouTube Kids platform, parents can now handpick
videos and channels for their children to view, giving parents
and guardians full control over what their children view on the
agp. SimPIy enable the feature within the account settings
and select“approved content only”. It's important to note that
this feature is only currently available on Android devices.

DIGITAL WELLBEING
YouTube has launched a tool called ‘Time Watched’ that allows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there is the option to set a time limit. Once the limit is reached,
areminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.

S
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AGE-INAPPROPRIATE VIDEOS

As YouTube is the biggest video sharing website in the
world, there is content ilable for all ages, ing that
some content will not be appropriate for your child. If you
think that content is itable, there is a flagging feature

to submit it for review by YouTube staff, but you will need to
be aware that just because video is not appropriate for a
younger audience, it may not violate YouTube’s policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive content may still
slip through.

[arens

OPT FOR A FAMILY PREMIUM PLAN

A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the

same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES
If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x’

YOUTUBE GAMING
YouTube has created its own destination for gamers, which
highlights the top gaming videos from the user’s subscriﬂ-
tions, including live streams.There are hundreds of YouTube
accounts which show other people playing and commenting
on games. These are called ‘Let’s Play’ videos. While YouTube
can be a great resource for hints, tips and news for games, it
isa good idea for parents to keep a close eye on what
YouTuber’s are posting. Often, the ?ames they are playing
will contain strong language and violence. A few examples of
popular YouTube gamers for you to have a look at are:
- Stampy « PopularMMOs
« Yogscast Lewis & Simon - Captainsparklez
« PewDiePie « Jacksepticeye
» EthanGamer « LtCorbis
« Markiplier - DanTDM

A
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SOURCES: : https://www.thesun.co.uk/tech/670251 7/youlube—porn—videos—roblox—sex—%amesfwatchfonIine/, https://www.youtube.com/watch?v=x-frgntP96M, https://www.youtube.com/watch?v=L2xuy7hc-hc

http://www.dailymail.co.uk/news/article-5126833/Terrifying-truth-child-watches-YouTu
https://tocaboca.com/magazine/common-sense-media-youtube/, http:/familytech.com/so-your-kid-wants-to-start-their-own-youtu

e.html, https://wwwmdaysparent.com/famiIg/crazy-youtube»chaIlenges-klds-are-doln /, https://www.youtube.com/watch?v=4yek0Jb0sBg
i e-channel/, https://www.laptopmag.com/articles/block-someone-youtube

https://www.youtube.com/intl/en-GB/yt/about/brand-resources/#logos-icons-colors, https://www.commonsensemedia.org/blog/popular-youtube-gamers-kids-cant-get-enough-ofStamp
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Yubo is a location-based social

networking app previously known as
‘Yellow! It has g

teens’ due to its similarities with the

adult dating app, in which users swipe

to find matches. Yubo allows users to
livestream themselves to anyone
watching, and rate other users.

\

een dubbed ‘Tinder for

(Formerl
‘Yellow’

WHO IS USING YUBO?
Although its official guidelines suggest the app is
for people aged 18+, those aged between 13 and

17 can create a profile with parental permission.
Furthermore, the app does not verify ages or
identities upon sign-up, leading to fears that it
could be exploited by those seeking to target
children. Adults can set up fake profiles for sexual
reasons, while children younger than 13, with
access to the Internet, could pretend to be older
than they are.

LIVE-STREAM FOOTAGE

Yubo states that it uses a combination of
technical tools and human moderators to check
the content created by Yubo, but since users
can comment on footage in real-time this could
mean that chlldren could be exposed to
derog 'y or unpl ge. Media
reports indicate that teens are being pressured
into undressing live on camera for strangers,
sending nude photos, and are even lured into
face-to-face meetings on Yubo. Any users can
take screenshots or copies of live streams, alter
them and share them with others.

SNAPCHAT

While the Yubo app doesn’t directly link to
Snapchat anymore - users still tend to share
their Snapchat usernames on their profiles,
making them very easy to add on Snapchat
without ever speaking to the individual. On

Snapchat, if your child’s location feature is

switched on, there is a high chance that
strangers can find your child’s exact location.

é =
swipe to mal |
even more friends L#}
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BULLYING & MENTAL HEALTH

< The way Yubo works is that users ‘swipe’ to accept or decline to talk to someone. Whether users accept or decline is all based
on their profile picture, meaning there is the potential that children could be left with low self-esteem if declined. Receiving
comments about their appearance can have a negative impact on a child’s emotional wellbeing, leaving them feeling less
confident about how they look or how interesting they are. Bullying includes actions such as making threats or spreading
rumours about people. As users have the ability to screenshot copies of live streams and private messages etc., they can use
these screengrabs as forms of blackmail, making the person feel victimised, embarrassed and unsafe.

HAVE A CHAT

Start a conversation with your teenager so that they know
how to stay safe online. Don’t be embarrassed to talk about
inappropriate online content with your children and look out
for secretive or reserved behaviour when it comes to their
Internet devices.

DISCUSS YUBO GUIDELINES
Take time to go through Yubo’s Community Guidelines, which
all users receive a link to, when they sign up to the app.
Anyone who does not follow the guidelines may have their
content removed or account suspended. Guidelines include
advice on not posting any fake pictures or pretending to be
anyone else.

YUBO GUIDELINES FOR PARENTS
Yubo offers a guide (http://parents-guide.yubo.live) to
reassure parents about their child’s usage. It explains how
the app works, how children can stay safe and outlines its
‘five-step approach to safety, including Sign-up, Profile
Settings, Community Guidelines, Moderation and Reporting.

National
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REMOVE LOCATION FEATURE
In their ‘Profile’ settings, children can hide their city and
choose to connect with people who are only located within
a certain radius of their location.

PROOF OF AGE
Yubo recently updated its security settings so that users
who attempt to change their date of birth after signing up
now have to send proof of ID to the app in order to verify
the change.

ENCOURAGE RESPECT

Remind your teenager to always consider anything they are
about to share online and to think about whether they
would do thatin the 'real world; or whether they are
posting something they may regret at a later date.
Encourage your child to think about the language they use
online and to think carefully before making a comment on
content posted by someone else.

THE LEIGH
ACADEMY

Top Tips for Parents

AVOIDING UNEXPECTED IMAGES

Yubo suggests that teenagers ask the person they are
talking with to share a picture of themselves with a spoon
on their head to prove they are really who they say they are
in their picture. Another tip is to avoid profiles with only
one photo as these are often ‘catfish’ - someone who
pretends to be somebody else by creating false identities.

AVOIDING UNEXPECTED IMAGES

Report any suspicious actmty You can report any concerns
by clicking on the ‘flag’ icon within the app or by visiti
‘Yubo's SafetyCentre’ at http://safety.yellw.co. T
pornographic, sexually implicit content, bullying, grooming
and fake accounts.

PREPARE FOR‘GOING LIVE’

Yubo users can ‘Go Live’ during a chat with friends or
choose to live stream ‘Anyone’ on Yubo. To help your child
avoid sharing too much, help them to consider whether
they really want the world seeing what they are doing. If
they are going to watch streams they should also know how
to report anything that makes them feel upset,
uncomfortable

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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